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1. Introduction

1.1 Purpose

The purpose of this Risk Management Plan (RMP) is to describe the methodology for identifying, tracking, mitigating, and ultimately retiring <Project Name> Project risks. This document defines the risk management roles and responsibilities of the <Project Name>Team
1.2 Scope

The scope of this document pertains to the <Project Name> Project and its internal and external risks. The risk management methodology identified in this document will be primarily used by <Project Name> and is to be used during the entire <Project Name> Project. The <Project Name> Vendor’s risk management methodology will be provided as a contractual deliverable and will develop a separate Risk Management Plan. The <Project Name>Vendor will be responsible for managing their project risk and reporting to <Project Name> Project Managers.

1.3 References

1.3.1 Best Practices Website

For guidance on the Office of Systems Integration (OSI) risk management methodology refer to the OSI Best Practices website (BPWeb) (http://www.bestpractices.osi.ca.gov).
1.3.2 External References

PMBOK Guide, 3rd Edition, Section 11 - Project Risk Management 

Office of the Chief Information Officer Information Technology Project Oversight Framework- Section 5: Risk Management and Escalation Procedures

IEEE Standard 1012-1998: IEEE Standard for Software Verification and Validation, 

1.3.3 Project Risk Database (PRD)
Refer to the Risk Radar Database located at <path or server>. If the project is not using Risk Radar, indicate the name and location of the Project Risk Database the <Project Name> Project is employing. Update the document as appropriate to reflect the name of the PRD.
1.4 Acronyms

List only acronyms that are applicable to this document.

	BPWeb
	OSI Best Practices Website http://www.bestpractices.osi.ca.gov

	CHHSA
	California Heath and Human Services Agency

	IEEE
	Institute of Electrical and Electronics Engineers

	IPOC
	Independent Project Oversight Contractor

	MTSII
	Management Tracking System II

	OSI
	Office of Systems Integration

	PMI
	Project Management Institute

	PMO
	Project Management Office

	PRD
	Project Risk Database

	RMP
	Risk Management Plan

	SEI
TA
	Software Engineering Institute
California Technology Agency


1.5 Document Maintenance

This document will be reviewed annually and updated as needed, as the project proceeds through each phase of the system development life cycle. If the document is written in an older format, the document should be revised into the latest OSI template format at the next annual review. 

This document contains a revision history log. When changes occur, the document’s revision history log will reflect an updated version number as well as the date, the owner making the change, and change description will be recorded in the revision history log of the document. 

2. Participants Roles and Responsibilities 

This section describes the roles and responsibilities of the <Project Name> staff with regard to the Risk Management Plan. Note that these are roles, not positions or titles. One person may fulfill more than one role. Avoid listing specific names as this will lead to frequent maintenance updates to the plan. 

There are various staff resources and stakeholders involved in managing project risks. In some cases, one individual may perform multiple roles in the process. 

2.1 Office of Systems Integration (OSI)

2.1.1 Project Director

The Project Director is involved in monitoring risk action effectiveness and participating in risk escalation. The Project Director also has the responsibility to communicate to certain project stakeholders, on an as needed basis.

2.1.2 Project Manager (PM)

The role of the <Project Name> Project Manager is to write and approve the <Project Name> Project Risk Management Plan, define the Risk Management process, participate in the Risk Management process, and take ownership of risk mitigation planning and execution.

2.1.3 Risk Manager

The Risk Manager is responsible for leading the risk management effort, sponsoring risk identification activities, facilitating communication throughout the execution of the risk management process, and ensuring the PRD is maintained and the statuses assigned to risks and risk activities are current. The Risk Manager is responsible for providing the Project Manager with recommendations and statuses on risk actions. 

2.1.4 Risk Analyst
The Risk Analyst’s role is to evaluate risks, maintain the Risk Management database, and facilitate communication throughout the execution of the process.

2.1.5 Project Stakeholders and Vendors

The role of <Project Name> Project stakeholders and vendors is to participate in the Risk Management process by providing candidate risk input, and supporting risk mitigation planning and execution activities.

3. <Project Name> Project Risk Management
3.1 Risk Management Process

The <Project Name> Project Risk Management Paradigm, depicted in Figure 1, summarizes the Risk Management process for the <Project Name> Project. This paradigm portrays the high-level process steps of the Risk Management process, which are:

	· Step 1 – Identify

· Step 2 – Analyze

· Step 3 – Plan
	· Step 4 – Implement

· Step 5 – Track and Control

· Continuous Process – Communicate


Figure 1: <Project Name> Project Risk Management Paradigm[image: image3.wmf]Identify
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Communication is an essential part of the Risk Management and occurs at every step of the process among the <Project Name> stakeholders and contractors.
A key component of the Risk Management Process is the Risk Management Database (RMD).  <Project Name> team will use this database as a repository for <Project Name> Project risk information.  The proposed <Project Name> Risk Management Database field descriptions in Table XXX identify and describe the proposed data elements to be incorporated into the RMD.  <Project Name> Risk Manager is responsible for maintaining the RMD. 

Figure 2 depicts the Risk Management Process flow. 
Figure 2: Risk Management Process 
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Step 1 – Identify

The objective of Step 1 – Identify is to search and find risks before they become problems using risk identification. Risk identification involves a process where concerns about a project are transformed into identified risks. Identified risks can be described and measured. A detailed discussion of the identification process is provided in the sub-paragraphs below. 
1-1 Identify and Collect Candidate Risks

Through the use of risk identification methods and the application of industry standards (e.g., TA, IEEE, PMI), the Risk Manager and Risk Analyst search for and identify potential issues and concerns which could impact the overall success of the project. Methods to identify risks may include: monitoring project activities, examining artifacts and documentation, observing, interviewing, polling, surveying, brainstorming, participating in discussions and meetings, conducting focus sessions, and applying the OCIO Oversight guidelines. These potential issues and concerns result in candidate risks.

Risk identification methods will collect candidate risk inputs from the <Project Name> Project participants. <Project Name> Project participants include the <Project Name> Project team, stakeholders, vendors, and the Project team. 

1-2 Identify and Provide Candidate Risk Input to the Risk Manager/Risk Analyst

The <Project Name> Project participants, including the project team, stakeholders, and vendors, are key sources for identifying issues and concerns and submitting these as candidate risks to input to the Risk Management process. The <Project Name> Project participants voluntarily submit candidate risks to the Risk Manager/Risk Analyst as input to Step 1-3.

The methods used by the <Project Name> Project participants to submit candidate risks to the Risk Manager include, but are not limited to, the following: verbal, email, or written communication.

Project participants may submit candidate risks to the Risk Manager using the <Project Name> Risk Candidate Identification Form provided in Appendix B, ensuring the key risk identification components identified in Table 2 are captured. 
While this form will be the primary tool used for this process, any communication method is acceptable. If this form is not used for submission, the Risk Manager/Risk Analyst will enter the risk data directly into Risk Radar and provide a copy of the data entered to the originator for verification. 
1-3 Review Candidate Risks

This step involves collecting candidate risk input from <Project Name> Project participants and reviewing these candidate risks. Candidate risks that can be described and measured become “identified risks”. The Risk Manager/Risk Analyst will work with risk originators and the <Project Name> Project Director and/or designee to achieve consensus on deciding whether or not candidate risks become identified risks.

Reviewing candidate risks includes defining the risk and capturing appropriate information about the candidate risk to support risk analysis in Step 2 – Analyze. “Defining the risk” involves understanding the definition of a risk (see Appendix G: Key Terms), and applying the Criteria for Risk Identification provided in Table 1 as a guide. 

Table 1: Criteria for Risk Identification

	1. Is it a risk? Is the concern a risk? A risk is a potential event that would have an impact on the success of the project if the event were to occur. The following considerations support the question “Is it a risk?”

	2. Impact: This step identifies consequences of the risk materializing. Is the impact of the potential risk event on the project significant enough to warrant inclusion in the Risk Management process? This is an initial, informal determination of the risk impact. A formal assessment of the risk impact is done in Step 2 – Analyze.

	3. Potential Event. What is the minimum likelihood of the potential risk event occurring? This question considers the degree of uncertainty of the potential risk event. Risk events which have already occurred represent issues, not risks. However, if there is little or no likelihood of the risk event occurring, the risk may not warrant inclusion in the Risk Management process. Potential risk events that have an extremely low likelihood of occurring do not necessarily require the risk to be formally recognized by the <Project Name> Risk Management process. This is an initial, informal determination of the risk probability. A formal assessment of the risk probability is done in Step 2 – Analyze.


Table 2: Risk Identification Components

	Component
	Description

	Originator
	Name and organization of the person who identified and submitted the candidate risk to the Risk Manager/Risk Analyst. This information will not be required for risk identification methods, which allow anonymous candidate risk input.

	Origination Date
	Date the candidate risk was either identified or submitted to the Risk Manager/Risk Analyst (will vary due to the risk identification method used).

	Risk Title
	A brief (phrase or one sentence) description of the candidate risk that captures the key subject of the candidate risk or summarizes the risk description.

	Risk Description
	Concise description of the candidate risk. Capturing a statement of risk includes considering and recording the conditions that are causing concern of a possible loss to the project. A description of the perceived consequences resulting from the conditions is also included. 

	Risk Context
	Detailed description of the candidate risk, including circumstances and supporting detail. Capturing the context of a risk involves recording information regarding the circumstances, events, and interrelationships within the project that supplements the risk statement. Context provides more detail than is presented by the risk description.


1-4 Record Identified Risks in the Project Risk Database

“Candidate risks” will be recorded in the Project Risk Database (PRD) while they are being analyzed. If after analysis, it is determined not a risk to the project, it will be retired.

Candidate risks that become identified risks will be actively mitigated and tracked in the PRD. 

The Risk Analyst records the identified risk from step 1-3 in the PRD, Risk Radar, as a discrete risk item. The PRD description in Appendix B identifies which data elements are entered in Step 1 - Identify.

Step 2 – Analyze

The objective of Step 2 – Analyze is to transform risk items into information that can be used to aid decision-making and to validate the risk information, using risk analysis. Risk analysis involves classification and prioritization of risk items, providing recommendations for mitigating and measuring risk items, and reviewing risk item information. The tools and methodologies used for analysis may include: the Risk Radar Project Risk Database, expert knowledge, and root cause analysis. The Risk Manager, Risk Analyst, the <Project Name> Project Director and/or designee will review resulting risk analyses with the <Project Name> Project Sponsors and Stakeholders as required. The outputs of this step are retired identified risks or identified risks that have been classified and prioritized with recommended mitigations and measurements. A detailed discussion of the analysis process is provided in the sub-paragraphs below. 
2-1 Verify/Determine Risk Classification

The Risk Owner with the assistance of the Risk Manager and Risk Analyst perform “root cause” analysis to determine risk class. Risk classes are categories for risk items. Risk classes are usually a higher level of abstraction derived from individual risk items. Individual risk items can belong to one or more classes. The level of abstraction should be tailored to meet the specific needs of the <Project Name> Project.

The SEI Risk Taxonomy from Taxonomy-Based Risk Identification, 1993, and the PMI A Guide to the Project Management Body of Knowledge, 2004, will be used as guidelines for identifying risk classes. 

Identified <Project Name> Risk Classes are:

· Cost

· Schedule

· Scope

· Quality

· Human Resources

· Communications

· Procurement

· Integration

2-2 Verify/Determine Risk Impact

Determining the risk impact considers the consequences the risk would have on the project if the risk event occurs. Risk impact is a description of the anticipated consequences of a risk event occurring. The Criteria for Risk Impact in Table 3 is a guide for evaluating the risk consequences and determining the risk impact, expressed as “low“, “medium,” or “high”. In the Project Risk Database (Risk Radar(), impact is recorded as a number from 1 to 5. Impact values 1 and 2 correspond to a Low value, 3 is Medium, and 4 or 5 is High.
The determination of risk impact is a subjective, qualitative process which considers the criticality of internal and external project factors within the specific context of the <Project Name> Project. The Risk Owner, with the assistance of the Risk Manager and Risk Analyst, will use the criteria identified in Table 3 and the <Project Name> Software Integrity Level Scheme provided in Appendix D as an initial guide for assigning risk impact, but will confirm the risk impact with the <Project Name> Project Director or designee, Project Sponsor, and Stakeholders as required (step 2-8)

Table 3: Criteria for Risk Impact

	Impact
	Criteria

	High

(4 or 5 in Risk Radar)
	Risk consequences include one or more of the following:

· Significant schedule delay. For example, delay in a critical path activity by more than 2 months.

· Significant cost increase. For example, project budget or cost increase by more than 20%.

· Significant technical change. For example, system performance decreases by more than 50%.

· Significant resource change. For example, loss of more than 20% of personnel, or loss of more than 10% of key management personnel.

· Significant political repercussions. For example, non-compliance with current legislation that involves significant penalties.

· Significant user dissatisfaction. For example, more than 20% of users are extremely dissatisfied with more than 20% of system functions or performance characteristics.

	Medium

(3 in Risk Radar)
	Risk consequences include one or more of the following, but do not include any consequences identified as “High” above:

· Moderate schedule delay. For example, delay in a critical path activity by 2-8 weeks, or delay in a non-critical path activity by more than 1 month.

· Moderate cost increase. For example, project budget increase by 10-20%.

· Moderate technical change. For example, system performance decreases by 20-50%.

· Moderate resource change. For example, loss of 10-20% of personnel, or loss of 5-10% of key management personnel.

· Moderate political repercussions. For example, moderate dissatisfaction of political parties or special interest groups.

· Moderate user dissatisfaction. For example, 10-20% of users are extremely dissatisfied with 10-20% of system functions or performance characteristics, or more than 20% of users are moderately dissatisfied with more than 20% of system functions or performance characteristics.

· Moderate client dissatisfaction. For example, payments to custodial parents are inaccurate.

	Low

(1 or 2 in Risk Radar)
	Risk consequences include one or more of the following, but do not include any consequences identified as “High” or “Medium” above:

· Minor schedule delay. For example, delay in a critical path activity by less than 2 weeks, or delay in a non-critical path activity by less than 1 month.

· Minor cost increase. For example, project budget increase by less than 10%.

· Minor technical change. For example, system performance decreases by less than 20%.

· Minor resource change. For example, loss of less than 10% of personnel, or loss of less than 5% of key management personnel.

· Minor political repercussions. For example, minor dissatisfaction of political parties or special interest groups.

· Minor user dissatisfaction. For example, less than 20% of users are extremely dissatisfied with less than 20% of system functions or performance characteristics.

· Minor client dissatisfaction. For example, overpayments to custodial parents.


2-3 Verify/Determine Risk Probability

Determining risk probability involves considering the likelihood of the risk occurrence. The Criteria for Risk Probability in Table 4 is a guide for the risk probability as either high, medium, or low. In the Project Risk Database (Risk Radar(), probability is recorded as a percentage from 1% to 99%. The determination of risk probability is a subjective, qualitative process which considers the criticality of internal and external project factors within the specific context of the <Project Name> Project. The Risk Owner, with the assistance of the Risk Manager and Risk Analyst, will use the criteria identified in Table 4 as an initial guide for assigning risk probability, but will confirm the risk probability with the <Project Name> Project Director or designee, Project Sponsors, or Stakeholders as required in step 2-8. The term “confidence level” is not a statistically based determination, but rather is based on expert judgment as defined in Appendix G: Key Terms.
Table 4: Criteria for Risk Probability

	Probability
	Criteria

	High
	It is almost certain or very likely that the risk will occur. There is approximately a 65% or higher confidence level that the risk will occur.

	Medium
	It is somewhat probable that the risk will occur. There is approximately a 35-65% confidence level that the risk will occur.

	Low
	It is unlikely or improbable that the risk will occur. There is approximately a less than 35% confidence level that the risk will occur.


2-4 Verify/Determine Risk Timeframe

The risk timeframe is the period of time within which the risk is expected to occur. The Criteria for Risk Timeframe in Table 5 is a guide for evaluating the period of time a risk is expected to occur and determining the risk timeframe, expressed in terms of short-term, medium-term, or long-term.

The determination of risk timeframe is a subjective, qualitative process which considers the criticality of internal and external project factors within the specific context of the <Project Name> Project. The Risk Owner, with the assistance of the Risk Manager and Risk Analyst, will use the criteria identified in Table 5 as an initial guide for assigning risk timeframe, but will confirm the risk timeframe with the <Project Name> Project Director or designee, Project Sponsors, or Stakeholders as required Managers in step 2-8.
Table 5: Criteria for Risk Timeframe

	Timeframe
	Criteria

	Short-Term
	The risk is expected to occur within a very short period of time, e.g., ≤ 180 days.

	Medium-Term
	The risk is expected to occur within the near future, e.g., > 180 and ≤ 360 days.

	Long-Term
	The risk is expected to occur in the far future, e.g., > 360 days in the future.


2-5 Verify/Determine Risk Exposure

The risk exposure is derived from the risk attributes of impact and probability, and is used in conjunction with timeframe to prioritize risks for mitigation and escalation. Determine risk exposure for each risk from the intersection of that risk’s impact and probability in Table 6. In the Project Risk Database (Risk Radar(), risk exposure is calculated by multiplying the impact (a number from 1 to 5) times the probability (0.01 to 0.99). Risk exposure categories fall into the following: low < 1.67, medium for values ( 1.67 and ( 3.34, and high > 3.34.The risk exposure value and the risk timeframe are then used to calculate the risk severity.
Table 6: Guide for Determination of Risk Exposure

	Risk Exposure:
	Probability

	Impact
	
	High
	Medium
	Low

	
	High
	High
	High
	Medium

	
	Medium
	High
	Medium
	Low

	
	Low
	Medium
	Low
	Low


2-6 Verify/Determine Risk Severity

The severity of the risk is a determination of the importance of the risk based upon 1) potential impact of the risk on the project, 2) the probability of occurrence, and 3) the risk timeframe. Table 7 contains a guide for evaluating risk impact, risk probability, and risk timeframe to determine the risk severity, and to prioritize the risks in terms of high, medium, or low.

The determination of risk severity is a subjective, qualitative process which considers the criticality of internal and external project factors within the specific context of the <Project Name> Project. The Risk Manager/Risk Analyst will use the criteria identified in Table 7 as an initial guide for assigning risk severity, but will confirm the risk severity with the <Project Name> Project Director or designee in step 2-8.
Table 7: Guide for Determination of Risk Severity

	Risk Severity:
	Exposure

	Time Frame
	
	High
	Medium
	Low

	
	Short-Term
	High
	High
	Medium

	
	Medium-Term
	High
	Medium
	Low

	
	Long-Term
	Medium
	Low
	Low


2-7 Develop Recommended Mitigations and/or Contingencies

Develop recommended actions to mitigate the risk. Mitigation is a response to a risk, designed to reduce or eliminate the probability and/or impact of the risk: 
· Elimination – removing the threat of the risk event occurring by eliminating the cause.

· Reduction – reducing the severity of the risk by either reducing the impact on the project, the probability of occurrence, or both.

If no mitigation actions are available, the risk impact is accepted:

· Acceptance – accepting the consequences of the risk event. Acceptance can be active (e.g., developing a contingency plan to be executed if the risk event occurs), or acceptance can be passive (e.g., taking no action, allowing the risk event to occur, and accepting the resulting consequences).

Recommended mitigation is developed by the Risk Owner with the assistance of the Risk Manager and Risk Analyst and will be reviewed and approved by the <Project Name> Project Director or designee. The Recommended mitigation will be further defined in Step 3 – Plan after the review addressed by step 2-8. There may be multiple recommended mitigations identified for any single risk item.

The primary tool used to measure the successful implementation of risk mitigations will be the Project Risk Database (PRD). The PRD will readjust the ranking of the risk, as mitigation activities are implemented based upon the risk impact, probability, and time-frame criteria previously identified.
2-8 Review Risks with <Project Name> Project Director, Project Sponsors, and Stakeholders

The <Project Name> Project Director or designee, the Risk Manager, and the Risk Analyst review the risk with the Project Sponsors to validate all of the risk information identified at this time, including the Risk Class, Risk Impact, Risk Probability, Risk Timeframe, Risk Severity, and Recommended Mitigations. The Risk Review will include Stakeholders as needed. Risk information is revised based on input from the reviewers. The result of this step is to validate the risk as a “confirmed risk”.

Step 3 – Plan

The objective of Step 3 – Plan is to take ownership of risk mitigation. Risk planning involves assigning risk ownership, developing risk mitigations, contingencies, developing measurements, reviewing and approving risk mitigations and measurements, translating mitigations into action plans, and updating risk measures in the PRD. A detailed discussion of the planning process is provided in the sub-paragraphs below. 
3-1 Assign Risk Owner

Identify the person to be assigned responsibility for developing risk mitigations, contingencies, measurements, mitigation action plans, and implementing and tracking mitigation action plan progress.

When someone external to the <Project Name> Project Team can control risk events or mitigation, a Risk Owner will be identified on the <Project Name> Project team and will be responsible for coordination and reporting on risk planning with the external contact. 

3-2 Develop Mitigations and Contingencies

Develop the plan to eliminate, reduce, or accept the risk.

The Risk Owner is responsible for developing mitigations for the risk. Mitigations developed by the Risk Owner may be based on previously identified mitigations as identified in step 2-7 or may be developed independently. 

The Risk Owner will also be required to develop contingency plans for each risk. These contingency plans will be executed as actions if the risk event occurs.

3-3 Develop Measurements

Develop the methods to track the risk mitigation actions and to measure the effectiveness of the actions. The Risk Owner is responsible for developing measurements of risk mitigation. 

Contingency plan measurements will be focused on the effectiveness of the contingency plan in addressing the actual impacts of the event.

3-4 Review Mitigations, Contingencies and Measurements

The Risk Manager, Risk Analyst, and the <Project Name> Project Director or designee, reviews the risk mitigations, contingencies, and measurements developed by the Risk Owner. Review by the Project Director or designee determines if the risk has been assigned the appropriate probability, impact, and timeframe, and provides direction regarding whether the mitigation and contingency plans are appropriate for the severity of the risk. If needed, risk mitigations, contingencies and measurements are revised based on the review.

3-5 Approve Mitigations, Contingencies and Measurements

<Project Name> Project Director or designee approves the risk mitigations, contingencies and measurements.

3-6 Develop Mitigation and Contingency Action Plans 

The Risk Owner will develop detailed action plans to implement risk mitigations and contingencies. While the Risk Owner may delegate the action plan development, the responsibility for the mitigation/contingency plan remains with the assigned Risk Owner. As a result, the Risk Owner will remain the primary point of contact with the Risk Manager and Risk Analyst for tracking mitigation/ contingency action plans for the risk.

3-7 Update Project Risk Database

The Risk Analyst updates the Project Risk Database risk information based on risk planning, including Risk Owner, Risk Mitigations, Risk Measurements, and Mitigation and Contingency Action Plans developed by the Risk Owner.
Step 4 – Implement

The objective of Step 4 – Implement is to actively mitigate risks. Risk implementation involves the execution of risk mitigation action plans and recording risk information changes in the PRD. A detailed discussion of the implementation process is provided in the sub-paragraphs below. 
4-1 Execute Mitigation and Contingency Action Plans

The Risk Owner is responsible for the execution of the risk mitigation and contingency action plans. The <Project Name> Project Director or designee will delegate and authorize the Risk Owners, as needed, to enable the execution of the action plans. 
4-2 Update Project Risk Database

The Risk Analyst updates the Project Risk Database risk status information based on the implementation status of the action plans, as provided by the Risk Owner.

Step 5 – Track and Control

The objective of Step 5 – Track and Control is to insure that all steps of the Risk Management process are being followed and, as a result, risks are being mitigated and contingency plans are followed as necessary. Risk tracking and control involves the oversight and tracking of risk mitigation and contingency action plan execution, re-assessment of risks, reporting risk status, and recording risk information changes in the Project Risk Database. Detailed discussions of the track and control processes are provided in the sub-paragraphs below. 
5-1 Oversee Mitigation and Contingency Action Plan Execution

The <Project Name> Project Director or designee is responsible for oversight of the execution of mitigation and contingency action plans for all risks identified in the Project Risk Database.

5-2 Track Action Plan Execution and Provide Feedback

The Risk Owner is responsible for tracking the execution of mitigation and contingency action plans and providing feedback to the Risk Manager and Risk Analyst on risk status. If mitigation or contingency plans require approval from the Project Manager in order for the associated project activities to proceed, a Management Tracking System (MTSII) issue will be created. The issue shall reference the Risk ID number in the MTSII Description field so that reviews can reference the associated risk. The associated MTSII Issue number shall be documented in the Historical Events section of the risk record in the Project Risk Database. The risk status will continue to be monitored and updated while the issue is being addressed and resolved. Risk mitigation or contingency activities will continue until the risk has been retired.

5-3 Re-Assess Risks

The Risk Manager and Risk Analyst will re-assess the risk information in the Project Risk Database to determine if any changes are needed, e.g., risk severity and timeframe. At a minimum, re-assessment of risk information in the PRD will be performed on a monthly basis; however it may be performed more frequently on an as-needed basis.

5-4 Report Risk Status

The Risk Analyst will report risk status as part of the weekly <Project Name> Project Risk Reports (summary and detailed ranked risks) to the Project Director, Functional Managers, and other designated parties. Risk status reporting will focus on high severity risks. Information presented will include the status of risk mitigation and contingency action plans, changes in risk severity for known risks, new risks identified, and any risks scheduled for retirement. At a minimum, the Risk Manager and Risk Analyst will meet with the Project Director to review all risks on a monthly basis. If required by TA, the Independent Project Oversight Contractor (IPOC) will report High Severity/High Criticality project risks on a monthly basis to the OSI, CHHSA, and TA as part of its Independent Project Oversight Report.
5-5 Maintain the Project Risk Database

The Risk Analyst will maintain the risk information in the Project Risk Database. A description of data elements to be maintained in the Project Risk Database is provided in Appendix B.

5-6 Escalation of Project Risk

The determination of risk escalation is tailored from the TA Information Technology Project Oversight Framework (Section 2). Determination of risk escalation is a function of project criticality and risk severity. Not all risks require escalation, and escalation of project risks will not necessarily result in a change in project criticality. <Project Name> will use Table 8 as a guide in determining the escalation of individual risks.

Table 8: Guide for Determination of Risk Escalation

	Risk Escalation
	Risk Severity

	Project Criticality
	
	High
	Medium
	Low

	
	High
	CHHSA
	CHHSA
	Sponsor/OSI

	
	Medium
	CHHSA
	CHHSA
	Sponsor/OSI

	
	Low
	CHHSA
	Sponsor/OSI
	Sponsor/OSI


The weekly <Project Name> Project Risk Reports will be used to report all risks (Low, Medium and High Severity) to the Project Sponsor.  These risks are discussed at the monthly Executive Committee Meeting.  The <Project Name> Project Director is a member of the Office of Systems Integration (OSI) Executive Team.  During the weekly OSI Executive Team Meeting, the OSI Executive Team will use these reports to escalate enterprise level risks (for example, risks that affect more than one OSI project).  Risks that have a High Severity determination as well as Medium Severity/High Criticality and Medium Severity/Medium Criticality risks are reported and escalated to the CHHSA by the OSI Director at the monthly meeting.
5-7 Risk Retirement

When a risk is ready for retirement the Risk Analyst will send a risk closure analysis to the Risk Manager for review. The Risk Manager will forward the risk closure analysis along with his own analysis to the Project Director for final approval. Once approved the risk is updated and retired in the project risk database.   
Communicate – Continuous Process: 

Effective risk management requires ongoing communication throughout the project life cycle. <Project Name> will include communication of project risks as an ongoing activity throughout each of the above 5 steps (Identify, Analyze, Plan, Implement, Track and Control). As the primary contact between the Risk Management process and the Risk Owners, the Risk Manager and Risk Analyst bear the responsibility of ensuring that members of the project team understand the value of their input in the process and feel free to submit risks in a forum and format with which they are most comfortable. 

4. Risk Management Tool – Project Risk Database (PRD)

4.1 Risk Radar™

The <Project Name> project uses Risk RadarTM to help manage project risks. Risk RadarTM is a risk management database designed to identify, organize, prioritize, track and display project risks. The application provides standard database functions to add and delete risks, as well as specialized functions for prioritizing and retiring project risks, as well as maintain a log of historical events. Project management uses this tool to characterize, rank and communicate project risks.

4.2 Risk Categorization
4.2.1 Risk Area

<Project Name> tracks risk area(s) using the three areas of cost, schedule and performance.

4.2.2 Current Status

Risks will be assigned a status in order to facilitate review of project risks that may need to have the mitigation and/or contingency plan implemented. The risk manager assigns each risk to one of the following categories:

· Candidate Risk – possible risk has been identified, but full analysis has not been done to determine if it should be tracked and mitigated.

· Identified Risk – A candidate risk becomes an identified risk when it has been determined that it can be described and measured. Then the identified risk is input to the <Project Name> Project Risk Management process and recorded in the <Project Name> Project Risk Database (PRD) as a risk item.

· Confirmed Risk – risk has been fully analyzed and determined to be a true risk to the project. Mitigation and contingency plans have been developed. The risk will be monitored or tracked on an ongoing basis.

· Watch – risk will be reviewed frequently to determine if the risk needs to be mitigated, retired, or if the risk is out of project management’s sphere of influence but outcome needs to be recorded.
· Retired – risk is either no longer applicable or the risk has been closed.

4.2.3 Control

In order to track those project risks under <Project Name> project management’s oversight verses those risks that are external, risks will be identified by one of the following control categories:

· External – control of the risk is outside the oversight/authority of OSI and <Project Sponsor> management.

· Internal – control of the risk is the responsibility of OSI and/or <Project Sponsor> management.

· Internal and External – OSI and/or <Project Sponsor> management and an external entity are responsible for control of the risk.

4.3 Risk Ratings

The following ratings will be assigned to each risk:

· Probability – likelihood (percentage) the risk will occur over the identified time frame. (1 percent is very low, 99 percent is very high.)

· Impact – the impact the risk will have on the project if the risk occurs. (Impact is rated as: 1=very low, 2=low, 3=moderate, 4=high, and 5=very high.)

· Exposure – Risk Radar™ computes the exposure rating (probability times impact; .01=very low, 4.95=very high).

· Impact Time Frame – earliest and latest dates of time frame over which the risk could occur (beginning and end). Risk Radar™ also measures the number of Days to Impact Time Frame. 

· Impact Horizon – customized values used to compare the impact time frame of a risk to classify its impact horizon as:

· Short-term (potential impact in less than 180 days).

· Medium-term (potential impact in 180 to 360 days).

· Long-term (potential impact beyond 360 days).

5. Project Closeout

5.1 Risk Review

At the completion of the project or retirement of the system, the Risk Manager will lead a final risk review to document the final status and results of mitigation and contingency actions. The results of the risk actions (whether successful or unsuccessful) will be documented in the <Project Name> PRD. 
5.2 Lessons Learned

The Risk Manager and the <Project Name> management team will develop a set of Lessons Learned based on the results of the final risk review. The results of the lessons learned sessions will be shared with the OSI Project Management Office for inclusion in office-level lessons learned and the OSI Risk List, as appropriate.
5.3 Archive and Storage

Once the final documentation of risks and outcomes is completed, the <Project Name> PRD will be archived and stored with all other project related documentation.
APPENDICES

List appendices as needed

Appendix A :  List of SEI Risk Taxonomy Questionnaire Topics

	A. Product Engineering
	B. Development Environment
	C. Program Constraints

	1. Requirements
	1. Development Process
	1. Resources

	a. Stability
	a. Formality
	a. Schedule

	b. Completeness 
	b. Suitability
	b. Staff

	c. Clarity
	c. Process Control
	c. Budget

	d. Validity
	d. Familiarity
	d. Facilities

	e. Feasibility
	e. Product Control
	2. Contract

	f. Precedent
	2. Development System
	a. Type of Contract

	g. Scale
	a. Capacity
	b. Restrictions

	2. Design
	b. Suitability
	c. Dependencies

	a. Functionality
	c. Usability
	3. Program Interfaces

	b. Difficulty
	d. Familiarity
	a. Customer

	c. Interfaces
	e. Reliability
	b. Associate Contractors

	d. Performance
	f. System Support
	c. Subcontractors

	e. Testability
	g. Deliverability
	d. Prime Contractor

	f. Hardware Constraints
	3. Management Process
	e. Corporate Management

	g. Non-Developmental Software
	a. Planning
	f. Vendors

	3. Code and Unit Test
	b. Project Organization
	g. Politics

	a. Feasibility
	c. Management Experience
	

	b. Testing 
	d. Program Interfaces
	

	c. Coding/Implementation
	4. Management Methods
	

	4. Integration and Test
	a. Monitoring
	

	a. Environment
	b. Personnel Management
	

	b. Product
	c. Quality Assurance
	

	c. System
	d. Configuration Management
	

	5. Engineering Specialties
	5. Work Environment
	

	a. Maintainability
	a. Quality Attitude
	

	b. Reliability
	b. Cooperation
	

	c. Safety
	c. Communication
	

	d. Security
	d. Morale
	

	e. Human Factors
	
	

	f. Specifications
	
	


Appendix B :  <Project Name> Project Risk Database Data Elements

ID Field (Automatic)

The ID is the unique identifier for a risk. This ID number is set automatically by the system when new risks are added. It cannot be modified once the new risk has been created.

Title Field

A Short title so the risk can be easily identified in tables and reports.

Rank Field

This is the current priority ranking of the risk relative to all other risks. Rank 1 is highest priority, rank 2 next, and so on. Although a priority ranking can be assigned here, the PRD is designed to help set this value using the impact and probability parameters assigned to each risk. New risks are automatically assigned a rank of zero, which will temporarily place them at the top of the priority ranking until the rank is properly assigned. The “Out of” field shows the total number of active risks in the database. The Prioritize Risks screen should always be used to maintain the proper rank of risks. If the risk ranking is not carefully maintained with the Prioritize Risks screen, it is possible for more than one risk to have the same rank number or for there to be missing rank numbers or inappropriate rank numbers (i.e. zero).

Description Field

A full description of the risk and its impact on the project should be given here including the risk context as described in Table 3. Do not include information covered in the other fields.
Status Field
This shows the current status of this risk in the risk management process. For instance, it may indicate whether it is actively being mitigated, being watched, on hold, etc. The options for the pull-down menu are set in the Set Up Project screen.

Probability Field (%)
This contains the current estimate for the probability (in percent) that the risk will occur over the impact time frame (see below). Values from 1% (extremely unlikely) to 99% (almost certain) are valid. This value will be based on professional judgment and/or statistical analysis. This value will likely change over time as the risk is actively managed. Note that a risk cannot have a probability of 0% because that would mean the impact of the risk could never materialize, which would by definition mean it is not a risk! 

Impact Field (1 to 5)

This represents the current estimate for the impact the risk will have on the project if it materializes. Like probability above, this will be based on professional judgment and the criteria defined in the Software Integrity Level Scheme (Appendix D) and the Criteria for Risk Impact (Table 4). An impact is an undesirable consequence, which would negatively influence the project. The values of 1 to 5 represent a ranking of the impact: 1=very low, 2=low, 3=moderate, 4=high, 5=very high. Since there are many impacts a risk might have on a project, such as greater costs, delayed schedule, reduced quality, and so forth, guidelines should be established for a particular project for assigning a consistent impact category for different risks and projects. As an example, impact costs of less than $1000 correspond to an impact of 1; $1,000 to $10,000 an impact of 2; etc. The impact value will likely change over time as the risk is actively managed. The primary purpose of the probability and impact numbers are to help rank risks relative to one another. The absolute value of these numbers is not as important as their consistent use over the life of the project. Project activities that result in significant risks to more than one area of the program such as cost and performance may result in the generation of two separate risks in the database with different mitigation or contingency plans.

Risk Exposure Display

This is not a data entry field, but a calculated value, where risk exposure equals probability multiplied by impact. Risk exposure is a standard quantitative measure of risk, and is used to compare risks with one another. Because of the limits on the ranges of both probability and impact, risk exposure will have a value between .01 (very low exposure) and 4.95 (very high exposure). The risk exposure and impact time frame are the primary means for ranking the individual risks identified in the PRD.

Impact Time Frame Fields

The first (Impact Start Date) field is the earliest date the risk impact could materialize and the second field (Impact End Date) is the latest date it could materialize. Dates must be entered in any of the standard formats such as “3/1/00.” Note that the keyword “BOP”, meaning Beginning Of Project, can be placed in the first field and the keyword “EOP”, meaning End Of Project, can be placed in the second field. These keywords ease data entry because assigning specific dates for risks that cover these time frames is not necessary. For instance, to describe a risk that could occur anytime during the life of the project, such as “The project leader might quit,” enter “BOP” in the first field and “EOP” in the second.

Days to Impact Time Frame Display

This represents the number of days from the present to the impact time frame (see above). If the earliest and latest dates of the impact time frame are both in the future, this number will be positive and will be the number of days between now and the earliest impact time frame date. If the impact time frame spans the present, this number will be zero. If both the earliest and latest dates of the impact time frame are in the past, the number will be negative and will be the number of days between now and the latest date. An active risk should never have a negative value in this field, which means the risk is in the past and is therefore no longer a threat. Negative numbers mean the risk needs to be examined more closely, either to retire it or change its impact time frame.

Impact Horizon Display

Using the definitions set up in the Set Up Project screen, the program will use the Days to Impact Time Frame value to assign the risk to an impact horizon category. The Criteria for Risk Timeframe (Table 6) provides the timeframe values used on this project. 

· NEAR represents short-term

· MID represents medium-term 

· FAR represents long-term

· PAST represents risks that are no longer a threat
Date Identified Field

This is the date the risk was first identified. Only standard date formatted text, such as “3/1/00” or “1-Mar-00,” are valid as inputs.

Responsible Person Field

This is the person responsible for tracking and/or managing the risk mitigation or contingency plans.

Program/Functional Area Field

Describe project areas or components that are affected by the risk here. This might include specific products or configuration items that would be impacted if the risk were to materialize.

Affected Project Phase Field

Describe development phases (such as requirements or design), work packages, or work activity network components that identify which phase would be impacted if the risk were to materialize.

Risk Impact Area Field

Use this field to assign the risk to a risk category. The pull-down menu provides a pre-defined set of Risk Area categories (see Set Up Project screen for setting the categories in the pull-down list). 

Risk Control Field

Use this field to indicate whether the source of the risk is internal or external to the organization (see the Set Up Project screen for setting the categories in the pull-down list).

Contingency Plan Field

The contingency plan is the set of actions to take should the risk materialize. If the plan is extensive, this will likely point to another document.

Risk Mitigation Description Field

Use this field to describe the approach or other background information regarding the mitigation efforts that will be taken on the risk. This field can be used in conjunction with the Risk Mitigation Steps Table to describe the intention of the mitigation efforts and how they will be accomplished.

Risk Mitigation Steps Table

This table allows specifying steps to take in mitigating the risk. Each step contains the following:

Step Number - Number that is user-defined, that will probably start at 1 and increment upwards.

Description - A short description of the actions to be taken.

Person - The person responsible for carrying out these actions.

Due Date - Date the step should be completed.

Completed - A check mark to indicate if the step was completed successfully.

The steps in this table are sorted according to step number when first viewed. Therefore, mitigation steps can be reordered or new steps inserted by changing step numbers, leaving this risk and coming back to it. (To view full text in truncated text boxes in the PRD, the left and right keyboard scroll buttons must be used to navigate.)

Historical Events Log Table

This table allows recording events about the risk that might be useful in evaluating its importance or in justifying specific actions that were taken. For instance, external events might occur that caused a change to the impact or probability of the risk. This historical log can serve as a repository of thoughts and decisions that affect how the risk was perceived, mitigated, and hopefully retired. Each event contains the following:

Date - Pertinent date for information, such as the date an event occurred, the date a decision was made, etc.

Person - Person most knowledgeable about the event.

Description - A short description of the event.

The historical events in this table are sorted according to date when this risk was first viewed.
Appendix C :  <Project Name> Risk Candidate Identification Form

	Originator:
	
	Origination Date:
	

	Risk Title:
	

	Risk Description

	Concern: 
Consequences: 


	Risk Context


	Date Identified:
	
	Impact to Critical Path:
	 FORMCHECKBOX 
  Yes  FORMCHECKBOX 
 No

	Probability of Risk:
	
	(%)
	Impact to Project:
	
	(1=low, 5=high)

	Impact Start Date:
	
	Impact End Date:
	

	Responsible Person:
	

	Program Area:
	

	Affected Project Phase:
	

	Risk Areas:
	 FORMCHECKBOX 
 Cost, Describe:
	

	
	 FORMCHECKBOX 
 Schedule, Describe:
	

	
	 FORMCHECKBOX 
 Performance, Describe:
	

	
	 FORMCHECKBOX 
 Other, Describe:
	

	Risk Control:
	 FORMCHECKBOX 
 Internal,  FORMCHECKBOX 
 External, or  FORMCHECKBOX 
 Internal & External

	Current Status:
	 FORMCHECKBOX 
 Candidate Risk

	Recommended Mitigations

	

	Recommended Contingencies

	

	Other Noted Historical Events

	


Appendix D :    <Project Name> Software Integrity Level Scheme

Software Integrity Level Scheme For <Project Name>
Table 1 defines software integrity levels (consistent with IEEE Std. 1012-1998) that will be used to describe the <Project Name> project and application. Table 2 describes the consequences of software errors for each of four software integrity levels. There are overlaps between the software integrity levels to allow for individual interpretations of acceptable risk depending on the application.

Table 1—Assignment of software integrity levels

	Software

integrity level
	Description



	4
	An error to a function or system feature that causes catastrophic consequences to the system with reasonable, probable, or occasional likelihood of occurrence of an operating state that contributes to the error; or critical consequences with reasonable or probable likelihood of occurrence of an operating state that contributes to the error.

	3
	An error to a function or system feature that causes catastrophic consequences with occasional or infrequent likelihood of occurrence of an operating state that contributes to the error; or critical consequences with probable or occasional likelihood of occurrence of an operating state that contributes to the error; or marginal consequences with reasonable or probable likelihood of occurrence of an operating state that contributes to the error.

	2
	An error to a function or system feature that causes critical consequences with infrequent likelihood of occurrence of an operating state that contributes to the error; or marginal consequences with probable or occasional likelihood of occurrence of an operating state that contributes to the error; or negligible consequences with reasonable or probable likelihood of occurrence of an operating state that contributes to the error.

	1
	An error to a function or system feature that causes critical consequences with infrequent likelihood of occurrence of an operating state that contributes to the error; or marginal consequences with occasional or infrequent occurrence of an operating state that contributes to the error; or negligible consequences with probable, occasional, or infrequent likelihood of occurrence of an operating state that contributes to the error.

	0
	No consequences are associated with a software error that may occur in the system.


Table 2—Definitions of consequences

	Consequence
	Definitions

	Catastrophic
	Loss of human life, loss of system security and safety, or extensive financial or social loss.

	Critical
	Major system damage, or major financial or social loss.

	Marginal
	Degradation of secondary mission, or some financial or social loss.

	Negligible
	Minor impact on system performance, or operator inconvenience.


Table 3 illustrates the risk-based scheme shown in Tables 1 and 2. Each cell in the table assigns a software integrity level based upon the combination of an error consequence and the likelihood of occurrence of an operating state that contributes to the error. Some table cells reflect more than one software integrity level indicating that the final assignment of the software integrity level can be selected to address the system application and risk mitigation recommendations.

Table 3—A graphic illustration of the assignment of software integrity levels

	Error

Consequence
	Likelihood of occurrence of an operating state that contributes to the error

	
	Reasonable
	Probable
	Occasional
	Infrequent

	Catastrophic
	4
	4
	4 or 3
	3

	Critical
	4
	4 or 3
	3
	1

	Marginal
	3
	3 or 2
	2 or 1
	1

	Negligible
	2
	2 or 1
	1
	0


Appendix E :  Mitigation Strategy & Contingency Planning Measures

1. Provide appropriate training.

2. Hire trained specialists.

3. Install temporary hardware.

4. Utilize internal hardware temporarily.

5. Purchase additional equipment.

6. Implement product functionality in a phased manner.

7. Get agreement on who has decision authority; designate customer project coordinator.

8. Locate project team in our offices.

9. Negotiate better environment.

10. Ensure that all the resources are provided.

11. Suggest/sell Functional Specifications before development.

12. Unilaterally develop Functional Specifications.

13. Adjust deadline and get our/customer buy-off.

14. Do not commit to third party performance.

15. Get third party commitment at least equal to (if not more than) our commitment.

16. Get customer commitment to participate in the project.

17. Increase estimates for the related tasks.

18. Do not commit to response time unless absolutely necessary and then only if a study is done by knowledgeable persons.

19. Establish access to product support personnel.

20. Hold regular meetings with customer.

21. Maintain constant written and oral communication with remote personnel.

22. Visit remote sites as needed.

23. Demonstrate incremental results.

24. Divide staff into teams and assign team leaders.

25. Dedicate our management resources.

26. Establish final authority of <our> project manager.

27. Use proven hardware for development if possible.

28. Reduce functionality to meet deadline.

29. Document our assumptions and understandings and get Customer’s sign-off before investing substantial resources.

30. Design an alternate (contingent) solution strategy

Appendix F :  Software Engineering Institute Risk Taxonomy Categories

	A. Product Engineering
	B. Development Environment
	C. Program Constraints

	1. Requirements
	1. Development Process
	1. Resources

	a. Stability
	a. Formality
	a. Schedule

	b. Completeness 
	b. Suitability
	b. Staff

	c. Clarity
	c. Process Control
	c. Budget

	d. Validity
	d. Familiarity
	d. Facilities

	e. Feasibility
	e. Product Control
	2. Contract

	f. Precedent
	2. Development System
	a. Type of Contract

	g. Scale
	a. Capacity
	b. Restrictions

	2. Design
	b. Suitability
	c. Dependencies

	a. Functionality
	c. Usability
	3. Program Interfaces

	b. Difficulty
	d. Familiarity
	a. Customer

	c. Interfaces
	e. Reliability
	b. Associate Contractors

	d. Performance
	f. System Support
	c. Subcontractors

	e. Testability
	g. Deliverability
	d. Prime Contractor

	f. Hardware Constraints
	3. Management Process
	e. Corporate Management

	g. Non-Developmental Software
	a. Planning
	f. Vendors

	3. Code and Unit Test
	b. Project Organization
	g. Politics

	a. Feasibility
	c. Management Experience
	

	b. Testing 
	d. Program Interfaces
	

	c. Coding/Implementation
	4. Management Methods
	

	4. Integration and Test
	a. Monitoring
	

	a. Environment
	b. Personnel Management
	

	b. Product
	c. Quality Assurance
	

	c. System
	d. Configuration Management
	

	5. Engineering Specialties
	5. Work Environment
	

	a. Maintainability
	a. Quality Attitude
	

	b. Reliability
	b. Cooperation
	

	c. Safety
	c. Communication
	

	d. Security
	d. Morale
	

	e. Human Factors
	
	

	f. Specifications
	
	


Appendix G :  Key Terms

List only Key Terms that are applicable to this document.

Accepted Risk:  A confirmed risk that has been evaluated with the determination that the consequences will be accepted

Candidate Risk: Potential concern being considered by the <Project Name> Project Risk Management process as a tangible risk that can be described and measured.

Confirmed Risk: A risk item after analysis and validation, i.e., the risk has been classified and prioritized. Recommended mitigation and measurements have been developed. The risk has been reviewed and validated by the Risk Manager, Risk Analyst, the <Project Name> Project Director or their designee.
Expert Judgment: A subjective or qualitative decision-making technique, employing expertise, knowledge, experience, or skills and used as an alternative or supplement to mathematical based decision-making techniques.
Identified Risk: A candidate risk becomes an identified risk when it has been determined to be a tangible risk that can be described and measured. Then the identified risk is recorded in the <Project Name> Project Risk Database (PRD) as a risk item.
Issue: A matter that requires the attention of project management staff or a matter that may impede the success of a project task. 
Project Office: The project office for the <Project Name> Project is managed by the Project Director for the project, and consists of the OSI employees and contractors who report to and support the Project Director.

Retired Risk: A confirmed risk that is either no longer applicable or a confirmed risk that has been closed.
Risk: A potential event that is expected to have a negative impact on the success of the project, if that event were to occur. 

Risk Acceptance: Accepting the consequences of the risk event. Acceptance can be active (e.g., developing a contingency plan to be executed if the risk event occurs), or acceptance can be passive (e.g., taking no action, allowing the risk event to occur, and accepting the resulting consequences).
Risk Analysis: A method to transform potential risk items into information used to aid decision-making and evaluate potential risk impacts. Risk analysis involves classification and prioritization of risk items, providing recommendations for mitigating and measuring risk items, and reviewing risk item information with the Risk Manager, Risk Analyst, and the <Project Name> Project Director or their designee. 

Risk Analyst: Staff responsible for identifying and analyzing risks through risk identification and risk analysis. The Risk Analyst is responsible for the maintenance of the Project Risk Database (PRD). 

Risk Class/Area: Categories for risk items that are usually a higher level of abstraction derived from individual risk items.

Risk Event: A future occurrence of the risk item; the potential event, expected to have a negative impact on the success of the project, if the event were to occur.

Risk Identification: A method used to search and find risks before they become problems. The Risk Identification process transforms issues and concerns about a project into tangible risks, which can be described and measured. Risk identification involves searching for and identifying Candidate Risks, then submitting, collecting, and reviewing the Candidates. Selected risks become Identified Risks in the Project Risk Database.

Risk Impact: A description of the anticipated consequences of a risk event occurring. Expressed as a number between one and five with one representing a low impact and five representing a high impact to the program. The risk impact rating closely corresponds to the Software Integrity Levels defined in the <Project Name> Software Integrity Level Scheme (Appendix D).

Risk Implementation: A method used to actively mitigate risks. Risk implementation involves the execution of risk mitigation action plans and recording risk information changes in the Project Risk Database (PRD).
Risk Manager: Staff assigned to identify, collect, review and analyze candidate risks. The Risk Manager assigns the initial Risk Owner for a risk and begins the reporting and communications processes. The Risk Manager provides oversight of all project risks and risk processes. 

Risk Measurement: Methods to track the risk mitigation and to measure the effectiveness of the mitigation.
Risk Mitigation: Response to an Identified Risk, designed to eliminate or reduce the probability of risk occurrence.
· Elimination – removing the threat of the risk event occurring by eliminating the cause.

· Reduction – reducing the exposure of the risk by either reducing the impact on the project, the probability of occurrence, or both.
Risk Owner: The person assigned responsibility for developing risk mitigation/contingency measurements, and mitigation/contingency action plans. The Risk Owner is also responsible for implementing and tracking mitigation/contingency action plans.

Risk Planning: A method used to take ownership of risk mitigation. Risk planning involves assigning risk ownership, developing risk mitigation, developing measurements, reviewing and approving risk mitigation and measurements, translating mitigation into action plans, and recording risk information changes in the Project Risk Database (PRD).

Risk Severity: A determination of the importance of the risk based upon: 1) potential impact of the risk on the project, 2) the probability of occurrence, and 3) the risk timeframe.

Risk Probability: The likelihood of the occurrence of the risk (high, medium, low) expressed as a percentage for the likelihood of risk occurrence.
Risk Timeframe: The period of time within which the risk is expected to occur [short-term (< 180 Days), medium-term (180-360 Days), or long-term (> 360 Days)].

Risk Tracking and Control: A method to insure that all steps of the Risk Management process are being followed and risks managed methodically. Risk tracking and control involves the oversight and tracking of risk mitigation action plan execution, re-assessment of risks, reporting risk status, and recording risk information changes in the Project Risk Database (PRD).

Root Cause Analysis:  A problem solving method aimed at identifying and evaluating the cause or causes that created a risk.
Watched Risk: An identified risk that will be reviewed frequently to determine if the risk needs to be mitigated, retired, or if the risk is out of project management’s sphere of influence but outcome needs to be recorded.
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