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1 Introduction

1.1 Purpose

This document is the tailoring guide for the OSI Risk Management Plan Template. It provides guidelines for the development of a project Risk Management Plan, as the project progresses through the Office of Systems Integration (OSI) Acquisition Life Cycle Phases, as described on the OSI Best Practices web site  (BPweb) (http://www.bestpractices.cahwnet.gov).    

In most cases, the Risk Management Plan will be created during the Planning life cycle phase. The Risk Management Plan Template and this tailoring guide should be consulted during the initial creation of the plan, and should be consulted again at the beginning of each life cycle phase and used in the update of the project Risk Management Plan.  
1.2 Scope  

This tailoring guide describes general instructions for using the guide, instructions for the initial creation of the Risk Management Plan, tailoring considerations as the project moves through the life cycle phases, and typical risks for each life cycle phase. 

This guide uses life cycle phase and project size as a consideration when tailoring the plan. Instructions are provided for completing or updating each of the sections of the project’s Risk Management Plan (based on the OSI template). 

1.3 Acronyms

	BPweb
	Best Practices for Systems Acquisition web site 

(http://www.bestpractices.cahwnet.gov) 

	DOF-TOSU
	Department of Finance’s Technology Oversight and Security Unit

	IPOC
	Independent Project Oversight Consultant

	IT
	Information Technology

	M&O
	Maintenance and Operations

	MPP
	Master Project Plan

	PIER
	Post Implementation Evaluation Report

	PRD
	Project Risk Database

	SEI
	Software Engineering Institute

	OSI
	Office of Systems Integration 

	SRE
	Software Risk Evaluation


2 Using This Tailoring Guide

The following items describe general instructions for using the OSI template and tailoring guide. Items referenced in this tailoring guide and other risk management references are available from the BPweb, via the Risk Management Function and Topics. 

· Choose the appropriate tailoring model that fits the current profile for the project. 

	Streamlined Model
	Typical Model

	Between 5-20 state and consultant staff
	If the project office is large (over 20 state and consultant staff)

	System (or service) is somewhat complex and has minimal impact to/from external interfaces
	The system has many complexities and interfaces with external entities

	Stakeholder pool requires a moderate level of regular interaction with the project office
	Stakeholder pool is large, very active in the project, and/or requires regular interaction with the project office

	A prime contractor has not been acquired OR 

A prime contractor is on contract AND requires minimal management oversight
	A prime vendor has been acquired or will start shortly and requires a high level of management oversight

	The project is in the Planning, Procurement, or Closeout phase 
	The project is in the Development, Implementation or Maintenance and Operations (M&O) phase


· If this is your first time using this tailoring guide, start in Section 3 (The Risk Management Plan Template) of this document. 

· Develop the project’s Risk Management Plan with emphasis on how the project will implement the OSI methodology.  Make reference to the methodology presented on the BPweb and do not duplicate it.

· DO NOT delete the first and second level headings of the template as part of the tailoring-out process (e.g., Section 1 – Introduction and Section 1.1 – Purpose must always be present in the Risk Management Plan).  Identify unneeded sections as “not applicable”.  Heading 3 sections or lower may be deleted or may be combined with other sections as appropriate. 

3 The Risk Management Plan Template

The following describes considerations and guidance for completing each specific section of the Risk Management Plan. Each section’s title refers to the corresponding section of the Risk Management Plan (e.g., Section 3.1 corresponds to Section 1 – Introduction in the Risk Management Plan/Template). 

When developing the plan, focus on specific roles and responsibilities; the specific meetings, reports and metrics used; and specific categories, thresholds, and risk tolerances that will be used by the project. 

3.1 Section 1 – Introduction

Sections 1.1 and 1.2 are standard and should not need much modification. 

Section 1.3 – References should be updated to indicate where the project’s risk database is located, and the iManage database name and location. If the project is not using iManage, indicate the location of the project’s electronic document repository as well as the project’s hardcopy library. If the project is not using the OSI standard risk tool, indicate what tool is being used.  

Section 1.4 is standard and should be updated only to include project specific acronyms used in the plan.

3.2 Section 2 – Participants Roles and Responsibilities

Section 2 should be updated to reflect the actual roles and participants. Note that these are not positions, but roles. One person may fulfill more than one role. Avoid listing specific names as this will lead to frequent maintenance updates to the plan. 

Section 2.2 should be updated to reflect the name of the sponsor organization. IV&V/IPOC may be removed if the project does not have such a contractor, but the section for Legal is mandatory. 

3.3 Section 3 – Risk Management Approach

The section introduction should remain untouched. 

3.3.1 Section 3.1 – Risk Identification (Step1: Identify)

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.1 – Risk Identification (Step 1: Identify)
	
	

	Section 3.1.1 – Conduct Formal Risk Identification Reviews
	(
	(

	Section 3.1.2 – Conduct Informal Risk Identification 
	(
	(

	Section 3.1.3 – Document the Candidate Risk
	(
	(

	Section 3.1.4 – Validate the Candidate Risk
	(
	(


Mandatory = (; Suggested= (;  Not Required= <blank>

Section 3.1.1 – Conduct Formal Risk Identification Reviews

Specifically indicate how formal risk identification reviews will be conducted using the Software Engineering Institute’s (SEI) Taxonomy-Based Risk Identification report and questionnaire. (Use of the taxonomy is a Department of Finance – Technology Oversight and Security Unit (DOF-TOSU) requirement.) The following are the key points to address.

1.  How the taxonomy questionnaire will be tailored.   The taxonomy questionnaire is software development-focused and must be tailored (include additional questions and/or remove not applicable questions) for the specific project and peer group. If appropriate, the questions may be interpreted or re-written to be applicable for the specific project, the project’s current life cycle phase, and the interview peer group(s).  Appendix A of this tailoring guide list the major sections of the SEI Taxonomy. 

Also review the “List of OSI-specific Risk Considerations” (OSI Risk List), lessons learned and DOF-TOSU IT Oversight Framework for other questions and typical risks to consider. These items are available from the iManage repository available through the Links and Downloads area of the BPweb. 

The tailored questionnaire(s) should be documented and stored in the project library. Describe how the tailored questionnaire(s) are used for the risk identification interviews. For more information on using the SEI taxonomy questionnaire, consult SEI’s Software Risk Evaluation (SRE) Team Member Notebook and the SRE Method Description available on the BPweb. 

2.  How interviews will be conducted. Interviews should be conducted by peer groups (e.g., management, implementation team, technical staff, administration staff, etc.) to create an environment in which uncertainties, concerns, issues, and risks can be raised without fear of retribution or the need for an immediate solution.

3. How results will be gathered and used. Aggregate results from each of the peer groups and build a single list of candidate risks for the entire project. This eliminates the problem of risk items being attributable to a single person, and allows for elimination of overlapping or conflicting risks. In aggregating the results, it is not necessary to capture every risk that was mentioned in the interview sessions as a candidate risk. The idea is capture those risks that potentially would cause a moderate to significant risk exposure to the project. For example, natural disasters are always a risk, but in most cases it is not necessary to list them as a risk. 

Section 3.1.2 – Conduct Informal Risk Identification 

Discuss how informal risk identification occurs including how candidate risks are collected and who receives or collects the candidate risks. For instance, if a potential risk is identified in a status meeting, who documents the risk, where is it documented, and where is it submitted or whom is it submitted to? How is the documenting/submittal process different if the candidate risk is identified in a “hallway conversation”?

Section 3.1.3 – Document the Candidate Risk

Discuss who documents the candidate risk and who receives the candidate risk.  If using a risk form, indicate where the form may be found, how it is completed, and where it goes. Risk descriptions must clearly indicate the concern, likelihood (if known), and the possible consequences. The description must also include the impacts to stakeholders, assumptions, constraints, relationship to other project risks, issues or activities, possible alternatives, and impacts to the project budget, schedule or quality.

For streamlined projects, this section may be combined with Section 3.1.4 and performed as a single step.

Section 3.1.4 – Validate the Candidate Risk

Describe how who reviews the candidate risks, and what criteria are used to determine the candidate is a valid risk (i.e., not a duplicate risk; a new risk worth analyzing for impacts and possible mitigations/contingencies). Indicate what happens to invalid risks, and if/how the person who submitted the risk is notified that the risk was considered invalid. Is there any appeal/clarification process?

For streamlined projects, this section may be combined with Section 3.1.3 and performed as a single step. 

3.3.2 Section 3.2 – Risk Analysis (Step 2: Analyze)

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.2 – Risk Analysis (Step 2: Analyze)
	
	

	Section 3.2.1 – Perform Risk Categorization
	(
	(

	Section 3.2.2 – Perform Impact Analysis
	(
	(

	Section 3.2.3 – Review Risk Against Risk Tolerances
	(
	(

	Section 3.2.4 – Review Risk Analysis and Ranking
	(
	(

	Section 3.2.5 – Update PRD with Management Comments
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

This section should describe how risks are analyzed, including who performs the analysis, what types of analyses are performed, and how the results of the analysis are reviewed, by whom, and who makes the decision to accept or reject a risk.   

The risk is analyzed to determine:

· Probability of its occurrence.

· Impact to cost, schedule, resources, etc.

· Timeframe of potential risk item occurrence.

· Level of control for each risk.

· Initial mitigation and/or contingency strategies.

· Trigger conditions, which would initiate a mitigation or contingency action  

Section 3.2.1. – Perform Risk Categorization

Describe how the risks are categorized and how the categories were developed. Note the SEI Taxonomy and OSI Risk List are used to identify, but not necessarily used to categorize risks. Projects generally use the categories identified in the DOF-TOSU IT Project Oversight Framework as the starting point for categories, in order to maintain consistency in reporting. 

Section 3.2.2 – Perform Impact Analysis

Describe any other areas of impact that are applicable to the project. Describe the levels of impact and how impact is quantified or evaluated. Discuss any tools used for risk impact quantification. 

Section 3.2.3 – Review Risk Against Risk Tolerances

The project should establish a set of risk tolerance (or threshold) values to assist in risk analysis and prioritization. The risk tolerance levels identify values for cost, schedule, staffing, resources, and quality that define whether the project must take action or if no action is required at this time. Tolerances are usually set on impact, probability, or severity/exposure values, but may also be set at a project perspective (e.g., more than five risks in a specific risk or program area may warrant greater concern). 

The risk tolerances are used to help with the prioritization of all risks. If a risk is below the threshold value, then it may not be worth expending energy to track and monitor it on an active basis. In this case, it may be sufficient to periodically monitor the status, such as monthly or quarterly. The tolerances may also be used to assist with determining resource allocations and may drive a re-prioritization of existing risks and project activities. The tolerances should be used as a guideline and to drive discussion, but should not be considered an absolute criterion.

Describe how the risk tolerances were chosen and how they are used. Cite possible exceptions and how they may be handled.

Section 3.2.4 – Review Risk Analysis and Ranking

Describe the process and criteria used for reviewing the analyzed risks, including the following. 

· Describe how, who and where the risk analysis and proposed ranking is reviewed and approved (typically at a manager meeting). 

· Discuss the review process and criteria. 

· Discuss how risks are ranked individually and against the project’s portfolio of current risks. 

· Discuss how resources are assigned for risk mitigation/contingencies and/or follow-up analysis. 

· Discuss who decides a risk is worth addressing and possible types of actions. 

· Discuss criteria used to prioritize the overall list of risks as well as the individual risks. 

Section 3.2.5 – Acceptance of Risks

Some risks may be beyond the control or mitigation of OSI and/or the Sponsor. These risks typically are political or legislative issues. In such circumstances, the only viable option may be to accept the risk. Risk acceptance involves simply accepting the risk event and the consequences. Acceptance can be active (e.g., developing a contingency plan to be executed if the risk event occurs), or passive (e.g., taking no action, allowing the risk event to occur, and accepting the resulting consequences). Accepted risks should be monitored and status collected to aid in lessons learned. 

Describe what criteria are used to determine if a risk should be accepted and what happens after a risk is accepted. Are contingency plans prepared, or does the project simply monitor the effects of the risks and react as needed?

Section 3.2.6 – Update PRD with Management Comments

Discuss any other follow-up activities after the risk has been reviewed. Discuss what happens if the ranking of other risks has changed, and how resources are notified of their assignment/re-assignment. Discuss where supporting materials from the analysis are stored. 

For streamlined projects, this section may be combined with Section 3.2.4 and/or 3.2.5 and performed as a single step.

3.3.3 Section 3.3 – Risk Planning (Step 3: Plan)

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.3 – Risk Planning (Step 3: Plan)
	
	

	Section 3.3.1 – Plan Mitigation Activities
	(
	(

	Section 3.3.2 – Plan Contingency Activities
	(
	(

	Section 3.3.3 – Review Risk Action Plans
	(
	(

	Section 3.3.4 – Update PRD with Planned Activities
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

Section 3.3.1 – Plan Mitigation Activities and 3.3.2 – Plan Contingency Activities

The action plans consist of the actions to be taken, assignment of actions, trigger dates or events for actions, and measurements to evaluate the actions’ effectiveness. Risks that are not accepted generally require a mitigation and/or contingency plan (accepted risks may have a contingency plan).  

Describe how and who develops the mitigation/contingency plans. Indicate if there are project-specific templates or checklists used to develop the plans and where these items are located. Indicate if the plans are developed immediately or as time permits. 

Section 3.3.3 – Review Risk Action Plans

Describe who is responsible for leading the review of action plans and the criteria by which action plans are reviewed. Indicate what roles participate in the review and what happens after the action plans are reviewed. Indicate how comments are incorporated and what happens to the action plans until they are ready to be executed. 

Section 3.3.4 – Update PRD with Planned Activities

Indicate who is responsible for updating the PRD with the risk action plan(s) information. Discuss the information that is updated and where action plans are stored until they are executed. 

For streamlined projects, this section may be combined with Section 3.3.3 and performed as a single step.

3.3.4 Section 3.4 – Plan Implementation (Step 4: Implement)

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.4 – Plan Implementation (Step 4: Implement)
	
	

	Section 3.4.1 – Monitor Trigger Events
	(
	(

	Section 3.4.2 – Execute Action Plan(s)
	(
	(

	Section 3.4.3 – Update PRD with Action Plan Status
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

Section 3.4.1– Monitor Trigger Events

Discuss who is responsible for monitoring trigger events, how often the triggers are checked, and what happens when a trigger event occurs or appears imminent. Also discuss what happens if it appears the trigger event is becoming less likely, or if a different, unforeseen trigger necessitates the need to execute the action plan. 

Section 3.4.2 – Execute Action Plans

Discuss how the action plan(s) is executed. How is the plan activated? Are there any notifications or approvals required before the plan can be activated? Is there a kickoff for the activities of the plan? Is there a review of the activities to determine if the plan is still appropriate given the current nature of the problem?

Discuss how action plan effectiveness is monitored. What criteria are used to determine if the action plan has been effective, if the plan required modification to achieve the desired result, or if the result has been achieved? How often are these criteria reviewed?

Section 3.4.3 – Update PRD with Action Plan Status

Discuss how often action plan status is reviewed and updated in the PRD. Discuss the nature of the status updates and who is informed of the action plan status. 

For streamlined projects, this section may be combined with Section 3.4.3 and performed as a single step.

3.3.5 Section 3.5 – Risk Tracking and Controlling (Step 5: Track/Control)

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.5 – Risk Tracking & Controlling (Step 5: Track/Control)
	
	

	Section 3.5.1 – Report Risk Status
	(
	(

	Section 3.5.2 – Review Changes to Risk Profiles and Action Plans
	(
	(

	Section 3.5.3 – Retire Risks
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

Section 3.5.1 – Report Risk Status

Describe what meetings are used to discuss the current risk status and profiles. Discuss how often the meetings occur and the typical participants. Do the risk owners report the information directly, do their managers summarize the status, or does the Risk Manager collect information and summarize the status?

Discuss the specific reports used to collect, review and disseminate risk status to management. Indicate how often the reports are updated and distributed, the purpose of the report, and the level of detail in the reports. Where appropriate, include (as appendices) samples of the reports, or reference the title and location where the reports are stored or available. Indicate how the reports are used. 

Section 3.5.2 – Review Changes to Risk Profiles and Action Plans

Discuss how changes to risks and action plans are proposed, reviewed and approved.  Indicate what happens if the change is approved or disapproved. Discuss the types of changes that are typical, and typical responses. 

Discuss how often the risk profiles and action plans are reviewed and at what level(s) of management. Discuss the frequency of review and who participates in the review.

Section 3.5.3 – Retire Risks

Discuss how risks are identified for closure or retirement. Discuss the criteria used to determine if a risk should be retired and who makes the decision. Discuss what happens when a risk is retired (does it remain in “watch” mode or is it ignored). Indicate if a retired risk can be re-opened or if a new risk is opened in the event a risk re-appears. 

For streamlined projects, this section may be combined with Section 3.5.2 and performed as a single step.

3.3.6 Section 3.6 – Risk Communications

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 3.6 – Risk Communications
	
	

	Section 3.6.1 – Periodic Status Meetings
	(
	(

	Section 3.6.2 – Report Lessons Learned on Risks
	(
	(

	Section 3.6.3 – Escalate Risks
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

Update this section to reflect the project’s actual risk reporting and risk communication methods. 

Section 3.6.1– Periodic Status Meetings

Discuss the purpose and function of the status reports and how they are used. Discuss how the status inputs are collected and where the information is documented. Indicate the participants and recipient(s) of the status (both internal and external to the project). Discuss the level of information that is shared and the purpose of the communication. Indicate where status updates or questions are documented and how the information is updated in the PRD or coordinated to resolution.  

If applicable, indicate who is responsible for providing the information for the DOF-TOSU Independent Project Oversight Consultant (IPOC) report and who receives the information. Indicate the frequency of the report. 

Discuss any metrics or measurements that are used to evaluate the effectiveness of risk management activities, both at the action plan level and across the project as a whole. Discuss the source of the data, how it is collected and analyzed, and how the metrics are used.

Section 3.6.3 – Report Lessons Learned on Risks

Discuss how lessons learned regarding risks and risk management are collected. Indicate the frequency, participants, and where the lessons learned are stored. Indicate how the lessons learned are incorporated back into the risk management activities to improve the process. 

For streamlined projects, this section may be combined with Section 3.6.1 or Section 5 and performed as a single step.

Section 3.6.4 – Escalate Risks

DOF-TOSU requires that all medium and high criticality projects must report high and medium severity risks within 15 calendar days of determination of the risk’s severity. Medium severity risks on high criticality projects, and medium and high severity risks on medium criticality projects must be escalated to Agency. High severity risks on high criticality projects must be escalated to DOF-TOSU. This includes newly identified risks as well as previously identified risks whose severity has changed to medium or high.

Discuss how risks are escalated within the project, how they are escalated to the OSI Assistant Director (and the Sponsor, where appropriate), Agency, and then to DOF-TOSU, as appropriate. 

3.4 Section 4 – Risk Management and the Prime Contractor

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 4.0 – Risk Management and the Prime Contractor
	
	

	Section 4.1 – Oversight of Prime Contractor’s Risks
	(
	(

	Section 4.2 – Prime Contractor Participation in Risk Management
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

This section should be included when a prime contractor is engaged on the project. For projects in the Planning and Procurement phases or projects not utilizing a prime contractor, this section is not applicable.

Indicate if the prime contractor is required (in their Statement of Work and/or contract) to have a separate risk management plan and process, or if they are required to participate and follow the project’s plan and process (or both). 

There are some risks which are an inherent part of the prime’s business which are not related to project execution, and which the project should not be involved in. (Likewise, there are some risks inherent to the state with which the prime should not be involved.) Some projects feel this is best handled by requiring the prime to use the project’s processes, instead of the prime having a separate process. In this case, the PRD must be capable of protecting “sensitive” risks which apply to state and project business, but which should not be disclosed to the prime (e.g., concerns about performance, procurements, or the project’s future or follow-on strategies).

3.4.1 Section 4.1 – Oversight of Prime Contractor’s Risks

Discuss how the project monitors the prime contractor’s risk efforts and effectiveness of the prime’s risk management program. Indicate what reports are received and what meetings are used to discuss prime contractor risks. Discuss what happens if the prime’s risks activities are not effective or if the prime’s risk management program is not being adequately managed. 

Where appropriate, the project may request additional information on a particular risk. The project strives to work cooperatively with the prime to identify and mitigate risks. The prime is encouraged to raise risks and participate in risk action plans without fear of retribution. 

3.4.2 Section 4.2 – Prime Contractor Participation in Risk Management

Discuss how the prime contractor participates in the project’s risk management program. Indicate if they are involved in risk management meetings and identification sessions. Can prime contractor staff be assigned responsibility for risk action plans? 

3.5 Section 5 – Participation in Division-Level Risk Processes

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 5.0 – Participation in Division-Level Risk Processes
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

The project must also participate in risk identification and tracking for risks that cross project boundaries or affect the division, department or the state as a whole. The goal of the division-level risk process is to ensure enterprise-wide risks are identified, managed and escalated, as appropriate, and to leverage resources for mitigation and contingency plans. Typical risks at this level include:

· Funding

· Staffing and key resources

· Scheduling conflicts (for instance, in the counties)

· Interfaces

· Procurements for staff and assets

· Cross-project coordination needs

· Departmental coordination needs

· Sponsorship and governance

Discuss how the project participates in division/organization-level risk management. Who is responsible for participating (from the project) and how often are they involved? 

3.6 Section 6 – Project Risk Database

	Risk Management Plan Section 
	Streamlined
	Typical

	Section 6.0 – Project Risk Database (PRD)
	
	

	Section 6.1 – Risk Radar
	(
	(

	Section 6.2 – Risk Radar Reports
	(
	(

	Section 6.3 – Risk Database Customizations
	(
	(


Mandatory = (;  Suggested= (;  Not Required= <blank>

3.6.1 Section 6.1 – Risk Radar

Discuss what tool is used for the project’s risk database. Generally, it is Risk Radar unless the project has received a waiver from the OSI Assistant Director. Indicate the version used, where the PRD resides, and who is responsible for content maintenance and technical maintenance. Do not include detailed instructions on the use of the tool, unless they are not available in any other document. (The Risk Radar User Manual is available on BPweb.) 

If there are any special reports or workarounds, indicate what these are and why they are needed.

3.6.2 Section 6.2 - Risk Radar Reports

Discuss any other specific information about how the project uses Risk Radar, which is unique to the project, such as the following table showing which reports are used. 

	Title
	Risk Radar Report Name
	Purpose

	Risk Identification Form
	(Custom report)
	Recording new risks and updating the profile of existing risks. Data from the form is entered into the PRD. 

	Risk Management Report
	Risks by Rank Summary Report
	Monthly summary of open (active) risk profiles and their status for use in status meetings

	Risk Management Form
	(Custom report)
	Tracking, reporting and escalation of risks to external stakeholders. Format is defined by the DOF-TOSU IT Project Oversight Framework’s Appendix D. 

	Project Risk List
	(Custom report)
	Summary of open risks and their attributes used to assist in reporting. List is provided to IV&V/IPOC/DOF-TOSU monthly or as requested.  Format is defined by the DOF-TOSU IT Project Oversight Framework’s Appendix E.


Risk Identification Form

If the project uses a risk identification form, this section should discuss where to find the form and how it is submitted, used, and eventually archived or discarded.

Risk Management Form

The Risk Management Form is dictated by DOF-TOSU and is used to report and escalate risks to stakeholders outside of the project. The form summarizes the profile and action plans associated with a risk and includes fields for tracking and signoff. This section is suggested to clarify how the TOSU requirements are met.

Project Risk List

The Project Risk List is dictated by DOF-TOSU and is used to summarize the top three to five risks in each of the major categories of risk. The list includes the profile characteristics of the listed risks, but does not discuss assignments or action plans. This form can be used in documenting the risk profile of identified risks or status of risk profiles. Some projects use the list to report risk status to the IPOC for reporting to DOF-TOSU. This section is suggested to clarify how the TOSU requirements are met.

3.6.3 Section 6.3 Project - Risk Database Customizations

This section should describe the specific values and meaning of the values used in the PRD. The following summarizes items dictated or suggested by TOSU and those which the project may customize (as well as suggested values). 

Customized Items

The following fields in Risk Radar match the items defined by the DOF-TOSU IT Project Oversight Framework.

Risk Area

To be consistent in how project risks are categorized, the project uses the categories defined in the DOF-TOSU IT Project Oversight Framework, Appendix C (Categories and Examples of Risks). These values are defined via the Set Up Project screen in Risk Radar.  < Additional categories may be added.  >
· Plan/Schedule

· Organization and Management

· Development Environment

· User Involvement

· Contractor Performance

· Requirements Management

· Product Characteristics

· External Environment

· Personnel

· Design and Implementation

· Process

Status

Risks are assigned a status in order to facilitate review of project risks that may need to have the mitigation and/or contingency plan implemented. The following categories include the status items from the DOF-TOSU IT Project Oversight Framework, Appendix E (Risk Management Form)
 and project-specific status designations. These values are defined via the Set Up Project screen in Risk Radar.

· Candidate – The risk has been identified, but has not been assigned for analysis yet.

· Watch – The risk is being monitored and reviewed periodically to determine if the risk needs to be analyzed, retired or if the risk is out of the project’s sphere of influence.

· Research – The risk is actively being tracked and has been assigned to a Risk Owner for analysis and the development of mitigation and contingency plans.

· Accept – The risk is beyond the influence of the project or the project is willing to accept the consequences of the risk occurring. 

· Mitigate – The risk’s mitigation trigger date or event has occurred and thus the mitigation strategy needs to be implemented.

· Contingency – The risk’s contingency trigger date or event has occurred or the risk has occurred. The contingency plan needs to be implemented.

· Retired – The risk is either no longer applicable or the risk has been closed.

Level of Control

The following values are used to establish the level of control the project has regarding the outcome of the risk. These values are consistent with OSI policy and are defined via the Set Up Project screen in Risk Radar.

· No Control – No resource within OSI or the Sponsor can control the outcome of this risk.

· Minimal Control – The OSI Assistant Director, OSI Director or the Sponsor’s Director(s) has the authority to control the outcome of this risk. 

· Moderate Control – The Project Manager has the authority to control the outcome of this risk. 

· High Control – A project Functional Manager or Team Leader has the authority to control the outcome of this risk. 

Impact Horizon 

The impact horizon (or timeframe) is the approximate timeframe when a risk could materialize or the time within which action must be taken in order to mitigate the risk. The following values are in compliance with the DOF-TOSU IT Project Oversight Framework, Chapter 5 (Risk Management and Escalation Procedures). These values are defined via the Set Up Project screen in Risk Radar. Note that Risk Radar is inconsistent in its terminology and sometimes uses Near-term, Mid-term and Far-term.  

· Short-term – The risk is most likely to occur within six months.

· Medium-term – The risk is most likely to materialize between six months and one year from now.

· Long-term – The risk is most likely to materialize in a period of greater than one year from now. 

Program Area

This field is a freeform text entry field that is used to describe the functional areas of the project. (Note there is no validation performed on this field.)  These values taken from the model org chart are suggested. However, projects are free to assign any value to this field. 
· Administration

· Budgets/Financial

· IT Support

· Contracts

· Procurement

· Systems Engineering

· Quality Assurance

· Implementation

· Program

· Legal

Affected Phases

The field is a freeform text entry field that is used to describe the phases of the project. (Note there is no validation performed on this field.)  These values taken from the OSI life cycle are suggested. However, projects are free to assign any value to this field.

· Initiation

· Planning

· Procurement

· Design

· Development

· Testing

· Implementation

· Pilot

· Transition to New Contractor

· M&O

· Closeout

· Project Management

Non-Customizable Items

The following items are not customizable through Risk Radar. Thus the following values represent the values that are used to approximate the items defined by the DOF-TOSU IT Project Oversight Framework. 

Probability

The likelihood the risk will occur over the identified time frame. Risk Radar expresses this as a percentage. The following values are used to translate to the DOF-TOSU IT Project Oversight Framework. 

· High (100-60%) – The risk is almost certain or very likely to occur. 

· Medium (50%) – The risk may occur or has a 50/50 chance of occurring.

· Low (40-5%) – The risk is unlikely to occur or will probably not occur.

Impact

The impact the risk will have on the project if the risk occurs. Risk Radar expresses this value as a numeric (1-5). The following values are used to translate to the DOF-TOSU IT Project Oversight Framework. 

· High (5) – The risk represents a significant negative impact on project budget, schedule or quality.

· Medium (3) – The risk’s material impacts would significantly affect users, clients or other key stakeholders.

· Low (1) – The risk does not represent a significant or material impact on project budget, schedule or quality.

Exposure

Risk Radar computes the exposure rating based on probability times impact (0.01=very low, 4.99=very high). The following chart is used to translate to the DOF-TOSU IT Project Oversight Framework.

Table 1. Risk Exposure 

	Impact
	
	Probability
	

	
	High 
	Medium 
	Low 

	High 
	High 
	High 
	Medium 

	Medium 
	High 
	Medium 
	Low 

	Low 
	Medium 
	Low 
	Low 


4 Tailoring By Life Cycle Phase

4.1 Initiation 

There is no Risk Management Plan created during this phase because a formal project has not yet been established. 

4.2 Planning

During the Planning phase, the Risk Management Plan is created for the first time. Refer to Section 3 of this document for instructions on creating the initial plan. 

A summary of the identified risks from the Initiation phase are included in the Master Project Plan (MPP) and used to populate the PRD. 

The Risk Management Plan focuses on how the project will implement the OSI risk management methodology.  

Section 3.1.1 – Conduct Formal Risk Identification Reviews

For the Planning phase, the following sections of the taxonomy typically are useful.

- A.1 Product Engineering – Requirements  (questions #1-14)

- B.3 Development Environment – Management Process (#103-116)

- B.4 Development Environment – Management Methods (#117-132)

- B.5 Development Environment – Work Environment (#133-142)

- C.1 Program Constraints – Resources (#143-160)

- C.3 Program Constraints – Program Interfaces (#166-194)

4.3 Procurement

The primary focus is to address risks to the procurement effort and begin identifying risks to the development/implementation effort based on information from the received proposals. The risk process is generally the same, though the participants and reporting may change. 

The following describes considerations and guidance for updating specific sections of the Risk Management Plan. 

Section 2 – Participants Roles and Responsibilities

Update if necessary to reflect more sponsor participation. 

Section 3.1.1 – Conduct Formal Risk Identification Reviews

Determine if another formal risk identification session should be conducted. Generally, if more than a year has passed since the last session or if more than half the team has changed, a new session should be conducted with an added focus on the procurement. Refer to the notes in Section 3.1.

For the Procurement phase, the following sections of the Taxonomy typically are useful

- A.1 Product Engineering – Requirements (questions #1-14)

- A.2.g Product Engineering – Design – Non-Developmental Software (#28-30)

- B.3 Development Environment – Management Process (#103-116)

- B.4 Development Environment – Management Methods (#117-132)

- B.5 Development Environment – Work Environment (#133-142)

- C.1 Program Constraints – Resources (#143-160)

- C.3 Program Constraints – Program Interfaces (#166-194)

Section 3.2.4 – Review Risk Analysis and Ranking

Determine if this section needs to be updated based on additional sponsor and/or stakeholder participation.

Section 3.5 – Risk Tracking and Controlling and Section 3.6 – Risk Communication

Review and update as needed to reflect additional participation of sponsors and stakeholders, and additional reporting to stakeholders. Determine if there are new stakeholders that must be included in the risk process or receive risk reports.

Section 6.3 Project Risk Database Customizations

Re-validate the risk categories and other values to ensure they are still appropriate. 

4.4 System Development

The primary focus is to address risks to the creation of a new or replacement system. Risks typically involve management, user acceptance and coordination issues, as well as technical issues related to the system. 

The risk process must be reviewed and updated to include the prime contractor and, often risks from counties and/or local offices. 

The following describes considerations and guidance for updating specific sections of the Risk Management Plan. 

Section 2 – Participants Roles and Responsibilities

Update to reflect the prime contractor and other additional participants. 

Section 3 – Risk Management Approach

This section (and all of its subsections) should be reviewed and updated if needed to reflect the additional participation of the prime contractor, the expanded number of staff on the project, and the project’s current level of stakeholder involvement. Particular attention should be paid to Sections 3.6 – Risk Communications. 

Section 3.1.1 – Conduct Formal Risk Identification Reviews

A formal risk identification session is required at the start of the System Development phase. The session may include the prime contractor, if appropriate. For the Development phase, all sections of the SEI Taxonomy should be reviewed. For more information on formal risk identification, refer to the information in Section 3.1 of this tailoring guide. 

Section 4 – Risk Management and the Prime Contractor

This section (and its subsections) must be added. Indicate if the prime will be developing/using a separate risk management plan and tool, or if the prime will be using the project’s plan and tool. If using the project’s plan/tool, indicate how contractor- identified risks will be coordinated with project-identified risks and how confidential risks (internal risks which the prime should not see) will be handled.

Section 6 – Project Risk Database

This section should be reviewed and updated as appropriate to reflect how the tool is used. If the prime is maintaining a separate tool, indicate if the tools interface at all (manually or automatically) or if any relationship exists between the tools. 

Section 6.3 – Project Risk Database Customizations 

Re-validate the risk categories and other values to ensure they are still appropriate. 

4.5 System Implementation

The focus is to address risks to the installation, configuration and success of the system in the production environment. Risks in this phase often involve coordination with external organizations and external technical interface and environments. 

The risk process is generally the same, though the participants and reporting may change.

Section 2 – Participants Roles and Responsibilities

Update if necessary to reflect more county/local office participation. 

Section 3.1.1 – Conduct Formal Risk Identification Reviews

Determine if another formal risk identification session should be conducted. Generally, if more than a year has passed since the last session or if more than half the team has changed, a new session should be conducted with an added focus on the implementation and county/local office configuration. 

Section 3.2.4 – Review Risk Analysis and Ranking

Determine if this section needs to be updated based on additional county/local office participation.

Section 3.5 – Risk Tracking and Controlling and Section 3.6 – Risk Communication

Review and update as needed to reflect additional participation of county/local office, and additional reporting to stakeholders. Determine if there are new stakeholders that must be included in the risk process or receive risk reports.

Section 6.3 - Project Risk Database Customizations

Re-validate the risk categories and values to ensure they are still appropriate. 

4.6 Maintenance and Operations

The primary focus is to review risks associated with system releases, as well as risks to the overall strategic plan for the project/program/system.  The most common risks during M&O are lack of funding and lack of adequate resources. 

The Risk Management Plan will need to be updated to reflect the change in participants for the M&O phase. Often the reports and meetings will change, particularly if the project is no longer reportable to DOF-TOSU.

Section 2 – Participants Roles and Responsibilities

Update to reflect the prime contractor and other additional participants. 

Section 3 – Risk Management Approach

This section (and all of its subsections) should be reviewed and updated if needed to reflect changes in participation by the sponsor and user community and the project’s current level of stakeholder involvement. 

Particular attention should be paid to Sections 3.6 – Risk Communications. If the project has completed a Post Implementation Evaluation Report (PIER), the reports to control agencies will change or may no longer be required. 

Section 3.1.1 – Conduct Formal Risk Identification Reviews

A formal identification session is required at the start of the M&O phase, and annually thereafter. Review the tailored questionnaire(s) to determine if updating is required. Typically, once a project moves into M&O, change orders or work authorizations are, in many cases, small software development efforts. In which case, the original (complete) SEI Taxonomy questionnaire should be revisited as a starting point for updating the tailored questionnaires.

Section 4 – Risk Management and the Prime Contractor

This section (and its subsections) may need to be updated or, if the state is performing M&O activities, this section may be marked as “not applicable”. 

Section 6 – Project Risk Database

This section should be reviewed and updated as appropriate to reflect how the tool is used (e.g. Project Risk Database Customizations and Risk Thresholds).

Re-validate the risk categories and values to ensure they are still appropriate. In many cases, they will need to be modified to reflect on-going operations considerations. 

4.7 Closeout

The focus is to manage the risks to project closure, to summarize current risk status and to close remaining risks. Risk management documentation and tools are archived, as appropriate. 

If the Closeout phase is scheduled to be less than one year, the Risk Management Plan is not updated. If the Closeout phase is expected to last more than one year, the Plan should be updated as during the M&O phase. 

5 Typical Project Risks By Life Cycle Phase

The following items indicate by phase typical concerns for the project. These are intended to help the project with identification and derivation of risk statements (in a format of concern-likelihood-consequence). These items are derived from past project data. 

5.1 Initiation

The following are typical sources of risks during the Initiation phase. 

· Scope of the project appears unclear

· Conflicting or unclear goals for the project

· Project success criteria are vague or difficult to measure

· Criteria for return on investment seem vague or not measurable

· Federal and/or state funding commitment is uncertain

· Staff with the correct skill sets may not be available

· Project deadlines/timelines do not seem realistic

· Ability to successfully complete project is uncertain

· Sponsor resources may not be available or sponsor is not engaged/committed

5.2 Planning

The following are typical sources of risks during the Planning phase. 

· Lack of resources to establish the project office

· Conflicting expectations of project outcome

· Mandated deadlines do not allow sufficient planning activities

· Staff do not possess necessary or desired skill sets

· Inconsistent levels of commitment from executive management and/or sponsor

· Changes in administration, sponsor or executives jeopardize support for the project

· The procurement strategy for the project is not clear or undecided

5.3 Procurement

The following are typical sources of risks during the Procurement phase. 

· Inconsistent participation by sponsor or users

· Inconsistent direction from control agencies and/or federal partner

· Vague or unclear policy and/or requirements

· Frequent changes to project scope and/or requirements

· Inconsistent sponsorship for procurement at executive levels

· Requirements restrict competition in the procurement

· Small number of qualified bidders or willing bidders

· Large number of proposals received extending the procurement evaluation period

· Proposal evaluation criteria are unclear or hard to apply

5.4 System Development

The following are typical sources of risks during the System Development phase. 

· Schedule is too aggressive

· Contractor underestimated complexity of the system

· High rate of state or contractor staff turnover

· Prime contractor not managing subcontractors effectively

· Too many policy/requirements changes 

· Pending legislation affects the design or development of the system

· Testing is not rigorous or adequately controlled by the prime

· System configuration is not adequately controlled by the prime

· Insufficient detail in system documentation

· Quality of deliverable documentation is low

· Commercial-Off-The-Shelf (COTS) components not performing as advertised

· System architecture insufficient to meet current workload and transaction profile 

5.5 System Implementation

The following are typical sources of risks during the System Implementation phase. 

· Conflicting priorities in the counties/local offices delay schedule

· Level of effort for data conversion was underestimated

· Funding for county implementation was underestimated

· County/local office business processes not as previously documented

· Insufficient user training on new system

· County/local office configuration not as previously documented

· Too many policy/requirements changes

· Resistance from stakeholders and users, if they feel the system does not meet their needs or if they were not actively involved in the development phase

· System performance and capacity is insufficient for current operations

5.6 Maintenance & Operations (M&O)

The following are typical sources of risks during the M&O phase. 

· Lack of adequate funding for operations and technology refresh

· Lack of adequate funding to support legislative mandates and changes to user business needs

· Lack of adequate resources for project

· Lack of sponsor or executive management participation 

· No defined strategic plan for the system/program

· Insufficient or inaccurate documentation and procedures inherited from the development effort

· Insufficient knowledge transfer to M&O staff from the development staff/contractor

· Project processes and controls no longer followed

· Difficulty in transitioning from a development mindset to an M&O mindset, particularly if the contractor is continuing in the M&O phase

· Difficulty in tracking versions and releases at the development site and various county/local office sites

· Difficult in balancing user needs within the counties to prevent one group from dictating their needs to the whole community

· Difficulty retaining knowledgeable staff

· System architecture/platform no longer being supported or very expensive to maintain 

5.7 Closeout

The following are typical sources of risks during the Closeout phase. 

· Loss of staff and skill sets prior to the completion of their work or prior to the end of the need for their skills

· System documentation not current or missing

· Project documentation not current or missing

· System equipment missing or inconsistent with asset records

Appendices

Appendix A: List of SEI Risk Taxonomy Questionnaire Topics

	A. Product Engineering
	B. Development Environment
	C. Program Constraints

	1. Requirements
	1. Development Process
	1. Resources

	a. Stability
	a. Formality
	a. Schedule

	b. Completeness 
	b. Suitability
	b. Staff

	c. Clarity
	c. Process Control
	c. Budget

	d. Validity
	d. Familiarity
	d. Facilities

	e. Feasibility
	e. Product Control
	2. Contract

	f. Precedent
	2. Development System
	a. Type of Contract

	g. Scale
	a. Capacity
	b. Restrictions

	2. Design
	b. Suitability
	c. Dependencies

	a. Functionality
	c. Usability
	3. Program Interfaces

	b. Difficulty
	d. Familiarity
	a. Customer

	c. Interfaces
	e. Reliability
	b. Associate Contractors

	d. Performance
	f. System Support
	c. Subcontractors

	e. Testability
	g. Deliverability
	d. Prime Contractor

	f. Hardware Constraints
	3. Management Process
	e. Corporate Management

	g. Non-Developmental Software
	a. Planning
	f. Vendors

	3. Code and Unit Test
	b. Project Organization
	g. Politics

	a. Feasibility
	c. Management Experience
	

	b. Testing 
	d. Program Interfaces
	

	c. Coding/Implementation
	4. Management Methods
	

	4. Integration and Test
	a. Monitoring
	

	a. Environment
	b. Personnel Management
	

	b. Product
	c. Quality Assurance
	

	c. System
	d. Configuration Management
	

	5. Engineering Specialties
	5. Work Environment
	

	a. Maintainability
	a. Quality Attitude
	

	b. Reliability
	b. Cooperation
	

	c. Safety
	c. Communication
	

	d. Security
	d. Morale
	

	e. Human Factors
	
	

	f. Specifications
	
	








� The status values from IT Project Oversight Framework, Appendix E (Risk Management Form) are Research, Accept, Mitigate and Watch.
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