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1. Introduction

1.1 Purpose

This document describes the Risk Management Plan for the <Project Name> Project. The purpose of risk management is to identify threats to project success and to mitigate or eliminate the negative impacts to the project. 

This document will be reviewed at least annually and updated as needed, as a result of continuous process improvement efforts by the project management team. Lessons learned as a result of continuing risk management efforts will be captured at the end of each project phase and used to improve the division-level standards. 
1.2 Scope

This Risk Management Plan identifies the procedures used to manage risk throughout the project. In addition to documenting the approach to risk identification and analysis, the plan covers who is responsible for managing risks, how risks will be tracked throughout the project lifecycle, and how mitigation and contingency plans are developed and implemented.  This document also briefly describes how the project participates in division‑level risk management activities and reporting. 

1.3 References

1.3.1 Best Practices Website

For guidance on the (OSI) risk management methodology refer to the OSI Best Practices website (BPweb) (http://www.bestpractices.cahwnet.gov).  The risk management materials are available through the “By Function-Phase” link.

1.3.2 Project iManage Repository

Refer to the iManage repository located at < path and/or server > for all project-specific documentation associated with risk management. 
1.3.3 Project Risk Database (PRD)

The current list and status of project risks is kept in a Project Risk Database (PRD) located at < path and/or server >. The project uses Risk RadarTM as their PRD. 

1.4 Acronyms

	BPSG
	Best Practices Support Group

	CHHS
	California Health and Human Services Agency 

	DOF-TOSU
	Department of Finance-Technology Oversight and Security Unit

	OSI
	Office of Systems Integration

	IPOC
	Independent Project Oversight Consultant

	IT
	Information Technology

	IV&V
	Independent Verification and Validation

	MSC
	Management Steering Council

	PRD
	Project Risk Database

	SEI
	Software Engineering Institute

	MS
	Microsoft


2. Participants Roles and Responsibilities

There are various staff resources and stakeholders involved in managing project risks. In some cases, one individual may perform multiple roles in the process. 

All project staff are trained on their risk responsibilities by their manager/lead when they join the project. Project meetings are used to brief staff on any changes to the process.  

< Refer to Tailoring Guide for suggestions on combining the following roles to fit project-specific assignment. >

2.1 <Project Name> Project Office 
Project Manager is responsible for approval of the project Risk Management Plan, participates in the risk management process, and takes ownership of risk mitigation/contingency planning and execution. The Project Manager ultimately is responsible for the final decision on risk actions, in coordination with the Project Sponsor. 

Project Team – participates in the risk identification process, and discusses risk monitoring and mitigation activities at team meetings. Team participants include both OSI and Sponsor staff, as well as project office consultants.

Project Senior/Functional Managers – are responsible for ensuring risk analysis is completed, risk mitigation/contingency strategies are developed, and plans are executed successfully. 

Risk Manager – is responsible for leading the risk management effort, sponsoring risk identification activities, facilitating communication throughout the execution of the risk management process, and ensuring the PRD is maintained and the statuses assigned to risks and risk activities are current. The Risk Manager is responsible for providing the Project Manager with recommendations and statuses on risk actions. 

Risk Owner – the person responsible for managing an individual risk. The risk owner will be a member of the project team. (In order to track activities and outcome, the risk owners always will be someone within OSI or the Sponsor organization.)

Quality Manager – is responsible for ensuring identified risks are being managed in accordance with the OSI risk management policy and the Risk Management Plan. The quality management staff also assist in identifying new risks and/or proposing mitigation strategies and contingency plans, and proposing process improvements to the risk management plan and processes. 

2.2 Project Sponsor

Project Sponsor – participates in risk identification and risk activities as part of the project team. The Sponsor executives also receive escalated risks and assist with mitigation and contingency actions for escalated risks, as needed. The Project Sponsor for this project is < the California Department of Social Services (CDSS), xxx Branch>.
Legal – provides counsel on risks which may have legal ramifications and/or which are of a sensitive nature. 

Independent Verification and Validation (IV&V) and/or Independent Project Oversight Consultant (IPOC) – provide oversight of the project and report to external stakeholders. The IV&V/IPOC may perform their own risk identification interviews/reviews, may participate in project risk meetings and reviews, and may request risk reports and status from the Risk Manager. The IV&V/IPOC submits a status report to the Department of Finance’s Technology Oversight and Security Unit (DOF-TOSU) monthly that includes a summary of the projects risks (based on the information provided by the Risk Manager).   

2.3 Other Participants

Prime Contractor – is responsible for identifying risks to the project and risks to the successful completion of their contractual obligations. The prime is responsible for managing risks internal to their activities and assisting with mitigation and contingency activities for project risks and external risks. The prime is required to report their risks in their monthly status reports and raise potential project risks to the project team at appropriate status meetings. 
Project Stakeholders – include the OSI Assistant Director, the Management Steering Council, the OSI Director, the DOF-TOSU, etc. The stakeholders primarily are involved in monitoring risk action effectiveness and participating in risk escalation. 
3. Risk Management Approach

The risk management process for the project is adapted from the Software Engineering Institute’s (SEI’s) Risk Management Paradigm:

· Step 1 – Identify

· Step 2 – Analyze

· Step 3 – Plan

· Step 4 – Implement

· Step 5 – Track/Control

· Communication – Another critical aspect of the risk management process that must occur at every step of the process among the project team, project stakeholders and contractor team.

3.1 Risk Identification (Step 1: Identify)

Risk identification is an on-going task throughout the project lifecycle, and consists of both a formal and informal approach. All project staff are responsible for identifying risks. The Risk Manager has the primary responsibility for sponsoring risk identification activities and collecting the identified risks for analysis.

3.1.1 Conduct Formal Risk Identification Reviews

The Risk Manager is responsible for conducting formal periodic risk identification meetings at the beginning of the project, and thereafter, as needed (typically at the start of a new phase). The project uses the SEI Taxonomy-Based Risk Identification report (and associated questionnaire) to assist with initial identification of risks. The project team also uses the “List of OSI-specific Risk Considerations”, lessons learned from prior projects, and the DOF-TOSU Information Technology (IT) Project Oversight Framework to identify risks that are specific to the state environment. Refer to the Reference section 1.3 above for access to these documents.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.1.2 Conduct Informal Risk Identification

Informal risk identification occurs as a result of normal project business. Any person associated with the project is expected to identify a candidate or potential risk including prime contractor staff, sponsor representatives, stakeholders, users, and clients. All project status meetings include a topic for discussion of possible risks. 

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.1.3 Document the Candidate Risk

Risks are documented in the risk database. The description of the risk clearly indicates the concern, likelihood (if known), and the possible consequences. The description also includes the impacts to stakeholders, assumptions, constraints, relationship to other project risks, issues or activities, possible alternatives, and impacts to the project budget, schedule or quality.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.1.4 Validate the Candidate Risk

The Risk Manager is responsible for coordinating the review and validation of the candidate risks with the project management team. Invalid risks remain in the database, but are marked as deleted. 

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2 Risk Analysis (Step 2: Analyze)

Each risk is assigned to a risk owner for analysis. The risk owner analyzes the risk to determine what actions should be taken (if any), to establish the priority of the risk, and to identify the level of resources to commit to the risk action plans.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.1 Perform Risk Categorization

The risk is assigned to one of the categories described in the DOF-TOSU IT Project Oversight Framework. The category is assigned based on the type of anticipated impact (or the anticipated area of greatest impact).

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.2 Perform Impact Analysis

Each risk is analyzed to determine the type and extent of the impacts should the risk event occur. The analysis includes any assumptions made, constraints, and sensitivity of the item. At a minimum, the following areas will be considered for possible impacts.

· Cost / project budget

· Schedule

· Scope / requirements

· Staffing and resources

· Quality

· OSI impacts

· Data Center Impacts

· Sponsor/program impacts

· User/customer impacts

· Safety / security

· Privacy

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.3 Review Risk Against Risk Tolerances

The risk is reviewed against the project’s risk tolerances to determine the appropriate type of action. The Risk Manager, Project Manager, Project Sponsor, and project senior/functional managers determine the risk tolerances at project inception and re-validate the tolerances at the start of each project phase, or as needed to respond to current project events. The following are the risk thresholds for the project. 

Table 1. Risk Tolerances

	
	Acceptable Risk
	Unacceptable Risk

	Cost
	
	

	Schedule
	
	

	Staffing and Other Resources
	
	

	User Satisfaction
	
	

	Quality
	
	

	< Other >
	
	


< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.4 Review Risk Analysis and Ranking

The Risk Manager presents the risk analysis for discussion at the project management team meetings on a <weekly/biweekly/monthly> basis. At this time the impacts and possible mitigation/contingency options are discussed, and the risk’s exposure (severity) is decided. If the team decides risk actions are warranted, a risk owner is assigned (or confirmed) and tasked with creating the appropriate mitigation and/or contingency action plans. The team also discusses the risk to determine if it should be considered sensitive or confidential and, if appropriate, consults with Legal on the wording of the risk.

The management team then reviews the newly identified risk to establish its relative rank among existing risks and to review the risk in combination with other risks (for example, with other risks in a similar functional area or risks with similar impacts). The team may adjust resource assignments, action plans, or other project priorities to ensure the risk is adequately addressed.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.5 Acceptance of Risks

Risks that cannot be influenced by any act of the project or project management are considered accepted. In these cases, the risk will be monitored, but no effort is expended towards mitigation or contingency actions.  In some cases, the Project Manager must determine if a risk should be accepted or escalated, in coordination with the Project Sponsor, as appropriate.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.2.6 Update PRD with Management Comments

After the management review, the Risk Manager updates the PRD with any comments, and documents the next steps for the risk (if any). If the management team changed the ranking of the risks in the PRD, the Risk Manager updates the ranking to reflect current priorities and concerns.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.3 Risk Planning (Step 3: Plan)

Risk planning consists of the development of detailed plans for either mitigation and/ or contingency actions for a specific risk. 

At this time, there is no management reserve (neither funding, schedule slack, staff nor resources) for mitigation and contingency actions. All actions must be assigned to existing staff and must fit within the project’s existing budget and schedule.

3.3.1 Plan Mitigation Activities

The following information is documented in the risk mitigation plan(s). 

· The risk to be mitigated.

· Selected mitigation strategies to be implemented.

· The desired outcome of the mitigation activities. 

· When each mitigation activity will commence (what is the trigger event)?

· How and when (frequency of) the mitigation activities will be tracked?

· Who is responsible for the mitigation activities?

· Who is responsible for tracking mitigation effectiveness and how is effectiveness measured?

· When will the mitigation activities cease (by a certain date or when a specific desired effect has occurred)?

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.3.2 Plan Contingency Activities

For those risks where it is unlikely or uncertain that the mitigation will be effective, the risk owner develops a contingency plan. Contingency plans may be prepared in addition to a mitigation plan, or in place of such a plan.

The following information is documented in the risk contingency plan. 

· Description of the risk.

· Anticipated effects on project staff, users, and stakeholders.

· Anticipated effects on project schedule.

· Anticipated effects on project budget.

· Anticipated effects on work products or deliverables.

· Desired outcome of contingency activities.

· Communication strategy as risk becomes more likely.

· What activities will be executed to minimize the risk’s effects

· Who is responsible for the activities?

· When will the activities occur (what is the trigger event)?

· How will the effect of the contingency activities be evaluated and tracked?

· When will the contingency activities cease (by a certain date or when a specific desired effect has occurred)?

3.3.3 Review Risk Action Plans

The risk owner and Risk Manager review the risk action plans, and presents them at the < managers meeting/ xxx meeting >. The team reviews the plans, trigger events, resources required, and measurements for tracking effectiveness to ensure they are feasible and appropriate for the severity and ranking of the risk. The team may propose additional actions or changes to the action plans, as appropriate, and may request to review the updated plans before their implementation.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.3.4 Update PRD with Planned Activities

The risk owner is responsible for documenting the plans and forwarding them to the Risk Manager for inclusion in the PRD. The Risk Manager reviews the status of action planning activities < biweekly/monthly > in the < managers meeting/ xxx meeting >.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.4 Plan Implementation (Step 4: Implement)

Plan implementation is the act of executing the decisions made and documented in the risk mitigation and/or the risk contingency plans. Mitigation and contingency plans are tied either to a trigger event and executed upon that event occurring, or may be implemented immediately.

3.4.1 Monitor Trigger Events

The risk owner has the primary responsibility for monitoring the trigger events associated with mitigation/contingency actions. The Risk Manager assists with tracking triggers as part of the regular risk status review in the < managers meeting/ xxx meeting >.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.4.2 Execute Action Plan(s)

When the trigger event occurs or is imminent, the risk owner initiates the mitigation/contingency plan and notifies the Risk Manager of the plan execution. The risk owner notifies all parties identified in the mitigation/contingency plan and ensures all activities are coordinated. The risk owner also takes the specific measurements to determine the effectiveness of the activities. If it appears the activities are not producing the desired effect, the risk owner notifies the Risk Manager immediately and proposes changes to address the deficiencies.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.4.3 Update PRD with Action Plan Status

The risk owner provides status updates to the Risk Manager. The Risk Manager updates the PRD to reflect the actions being taken (actual date of trigger event, etc.). In some cases, the actions also may be tracked in the project workplan to ensure appropriate visibility. Action plan activities and their effectiveness are monitored in the < weekly/biweekly/monthly managers meeting/ xxx meeting >.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.5 Risk Tracking and Controlling (Step 5: Track/Control)

Risk tracking and control follows the progress of the risk and its probability, as well as the status of any mitigation/contingency strategies that have been executed. When changes to the risk profile occur, the basic cycle of identify, analyze, and plan is repeated. Existing action plans may be modified to change the approach if the desired effect is not being achieved.

3.5.1 Report Risk Status

The risk owner is required to report updates to the Risk Manager at least < biweekly/monthly – at least monthly is required by TOSU >. The Risk Manager updates the PRD to reflect the current risk state. The Risk Manager reviews the status of risk activities at least monthly with the project management team at the < managers meeting/ xxx meeting > and discusses the effectiveness of the current action plans.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.5.2 Review Changes to Risk Profiles and Action Plans

The risk owner notifies the Risk Manager whenever there is a significant change to the risk’s profile, and makes recommendations to address the changes in the action plans. Recommendations to improve the effectiveness of the plans are discussed, as are whether the measures are providing the necessary information to track the risk’s progress. 

The deficiencies and proposed changes are discussed with the management team and changes are approved or sent back for further analysis/development, as needed. 

Changes to risk profiles also are discussed, both individually and across all risks and risk ranking and project priorities may be changed as a result. If a risk’s profile changes such that its probability and/or impact drops below the projects risk tolerances, the risk may be a candidate for retirement or closure.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.5.3 Retire Risks

Risks are closed when the risk event actually occurs or when the likelihood of the risk is reduced such that it is not worth expending resources to track it.  At this time, action plans are halted and closed. If the risk could possibly arise again, the risk may be reduced to a “Watch” status and evaluated periodically. The risk owner and Risk Manager may recommend a risk for retirement. The Project Manager makes the final decision to retire a risk. In some cases, the Project Sponsor should be involved in the decision to retire a risk.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.6 Risk Communications

Communications regarding risks are continuous throughout the project’s life cycle both through verbal and written reports. 

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.6.1 Periodic Status Meetings

Risk management activities are discussed at project team status meetings and include informal identification and status of individual risk activities and assignments. Risks status is documented in meeting minutes.

On a < monthly > basis, the Risk Manager solicits updates from the risk owners and updates the PRD. All open risks and any action plans are reviewed with the project management team. Current risk status and the results and effectiveness of mitigation/contingency actions are reviewed, along with the status of risk trigger events and risk profiles.  

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.6.2 Report Lessons Learned on Risks

The Risk Manager documents the result of risk actions (whether successful or unsuccessful) and lessons learned in the PRD. At the end of the phase
, the Risk Manager discusses the results of the lessons learned sessions with the Best Practices Support Group (BPSG) for inclusion in division-level lessons learned and the OSI Risk List, as appropriate. 

When a project is closed or shutdown, the Risk Manager leads a final risk review to document the final status and results of mitigation and contingency actions and to identify lessons learned during the project. These lessons learned on risk management and risks to projects, are shared with other OSI projects and used to update the OSI policies, standards and templates, as appropriate.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

3.6.3 Escalate Risks

The Risk Manager is responsible for performing risk reporting and escalation. The Risk Management Form (Appendix E of the DOF-TOSU IT Project Oversight Framework) is sent to the OSI Assistant Director within five calendar days of determining the risk should be escalated. The project manager will discuss the status of the risk with the OSI Assistant Director and the Project Sponsor (Sponsor Program Manager, and if appropriate the Chief Deputy). The project then escalates the risk (using the Risk Management Form) to Agency and/or the project’s DOF-TOSU representative, as appropriate, and forwards a courtesy copy of the form to the IV&V/IPOC, as applicable.  

Table 2. Risk Escalation
 

	Project Criticality
	Risk Severity

	
	High
	Medium
	Low

	High
	DOF
	CHHS
	Sponsor/OSI

	Medium
	CHHS
	CHHS
	Sponsor/OSI

	Low
	CHHS
	Sponsor/OSI
	Sponsor/OSI


< Refer to Tailoring Guide for suggestions on entering project-specific information. >

4. Risk Management and The Prime Contractor

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

4.1 Oversight of Prime Contractor’s Risks

The prime contractor is required to produce a risk management plan, to populate and use a project risk database, and to actively monitor and mitigate risks to project success.

If the risk is significant, the project may open a corresponding risk within the project’s risk database and initiate its own mitigation/contingency actions to complement or supplement the contractor’s risk action plans.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

4.2 Prime Contractor Participation in Risk Management

The prime contractor (and any subcontractors) is encouraged to participate in risk identification for the overall project effort. Any concerns or questions regarding the project’s risk management efforts are directed to the Risk Manager. Prime contractor staff may be assigned as a risk owner and may assist with mitigation and contingency actions, as appropriate.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

5. Participation in Division-Level Risk Processes

The Risk Manager or Project Manager may submit candidates for division-level risks to the BPSG for recording. Candidate and validated risks are discussed and tracked via the monthly Management Steering Council (MSC) meetings. The MSC is responsible for determining risk priorities and ranking, assigning and working action plans, and gauging action plan effectiveness. 

The BPSG has primary responsibility for performing (administrative) tracking, gathering status updates, and maintaining a division-level risk database for tracking and reporting. At this time, there is no consolidation of risk metrics across the projects.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

6. Project Risk Database (PRD)

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

6.1 Risk Radar

The project uses Risk Radar TM, (version 2.03 for MS Access 2000)
 to help manage project risks. Risk Radar TM is a risk management database designed to describe, organize, prioritize, track and display project risks. The application provides standard database functions to add and delete risks, specialized functions for prioritizing and retiring project risks, as well as maintaining a log of historical events. 

No confidential or sensitive items are recorded in the database since the reports are shared with control agencies and other stakeholders. Potentially confidential or sensitive risks are reviewed with Legal, prior to their being documented. 

As part of the Project Office Support Tools (POST) effort, the IT Support staff has been assigned to make Risk Radar TM compliant with the DOF-TOSU IT Project Oversight Framework’s standard reports.  

The Risk Radar User Manual is located on the Best Practices website (http://www.bestpractices.cahwnet.gov).
6.2 Risk Radar Reports

The following are typical reports provided with the Risk Radar tool.

< Refer to Tailoring Guide for suggestions on entering project-specific information. >

6.3 Risk Database Customizations

< Refer to Tailoring Guide for suggestions on entering project-specific information. >







� At the end of each lifecycle phase (as defined on the Best Practices website), the BPSG collects lessons learned from the project and begins discussion on readiness for the next phase. The lessons learned on risks will generally be collected and discussed as part of these sessions. 


� This table is based on the requirements in the IT Oversight Framework. It has been customized to include reporting to the Sponsor, but should not be modified in any other way.


� This was the last freeware version of Risk Radar and has only a single-user interface.
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