OSI – Project Management Office
Project Roles and Responsibilities

Security COORDINATOR
Role(s):

The Security Coordinator will provide guidance to the project team on system security policies and practices and will work with the Systems Integrator to define and integrate system security policies and procedures into the Project that are consistent with the Office of Systems Integration (OSI), Sponsor, Office of Technology Services (OTech), and county security policies.

Responsibilities:

The Security Coordinator:

· (Participates) in the evaluation of draft and final proposals and in confidential discussions related to the security aspects of the Solution.

· (Plans) and (prepares) for working with and overseeing the Systems Integrator on security architecture and security processes, evaluating deliverables for acceptance, and resolving security questions, issues, and risks throughout the project life cycle.

· (Works) closely with the System Integrator security architecture and development staff to ensure a mutual understanding of security policy and requirements and their incorporation into the solution.

· (Assists) project staff in the understanding OSI, Sponsor, OTech, and county security policies.

· (Trains) project staff on security policies and procedures.

· (Participates) in and directs the review and acceptance of contract deliverables related to security architecture and design.

· (Manages) issues related to the security, including identifying and documenting issues related to security design and procedures, resolving issues, documenting the issue resolution, and coordinating activities and communication for issue resolution.
· (Manages) risks related to security; develops and monitors mitigation plans and develops and maintains contingency plans.

· (Advises) the Project Manager on security issues and risks related to the Solution.
· (Monitors) maintenance and operations (M&O) contractor physical security.
· (Monitors) system security procedures.
· (Monitors) M&O contractor security audits and reporting of violations.
· (Reviews) M&O contractor deliverables for compliance with security laws and regulations.
· (Disseminates) security procedures and policies.
· (Investigates) security violations involving project resource.
· (Provides) technical assistance in maintaining a secure environment.
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